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QUESTION 1

An IBM Security Access Manager V9.0 Reverse Proxy has a stateful junction to a Portal application called "/wps" There
is no web server in front of Portal. This junction has three Portal servers defined behind it. The Portal team needs to do
maintenance on each of the three servers. The team wants to accomplish with least impact to end users. 

Which pdadmin "server task" based steps will accomplish this? 

A. Stop a server, have Portal team apply maintenance, bring server online-repeat for the other two servers. 

B. Delete a server, have Portal team apply maintenance then add server back-repeat for the other two servers. 

C. Take a server offline, have Portal team apply maintenance, bring server online- repeat for the other two servers. 

D. Throttle a server, ensure activity has ceased for that server, have Portal team apply maintenance, bring server online-
repeat for the other two servers. 

Correct Answer: C 

 

QUESTION 2

An Access Manager environment utilizing failover coolies was recently upgraded from TAM 6.1.1 to IBM Security
Access MANAGER (ISAM) V9.0. The deployment professional wants to take advantage of the Distributed Session
Cache. 

What are two advantages of the DSC verses failover coolies? (Choose two.) 

A. Utilizes SHA2 encryption keys 

B. Central administration of sessions 

C. Concurrent session policy enforcement 

D. Additional session cookie increasing security 

E. Extra attributes passed in the session cookie 

Correct Answer: BC 

 

QUESTION 3

A deployment professional needs to achieve sign-on between Virtual Host Junctions https://abc.ibm.com and
https://xyz.ibm.com which are on separate WebSEAL instances. 

Which option requires the least amount of configuration and no changes to the application? 

A. Use the Distributed Session Cache 

B. Use Cross-Domain Single Sign-On (CDSSO) 

C. Use the option "use-same-session = yes" 
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D. Use the option "shared-domain-cookie = xyz.ibm.com" 

Correct Answer: D 

 

QUESTION 4

A customer deployment consists of a large number of virtual host functions definitions. During a troubleshooting session
the deployment professional realizes the WebSEAL logs do not distinguish between requests to different virtual hosts. 

How can this be remediated? 

A. Customize the message log to include the relative URL 

B. Customize the request log to include the relative URL 

C. Customize the message log to include the absolute URL 

D. Customize the request log to include the absolute URL 

Correct Answer: D 

 

QUESTION 5

A risk officer of an organization discovered that a site protected by the IBM Security Access Manager V9.0 solution
might be vulnerable to common attacks like cross-site scripting (XSS) and SQL injection. 

Which optional component should be configured to protect against these attacks? 

A. Federation 

B. Secure Web Settings 

C. Advanced Access Control 

D. Web Application Firewall 

Correct Answer: C 
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