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QUESTION 1

The Distributed Session Cache has been enabled to replace the Session Management Server in a recently migrated
IBM Security Access Manager V9.0 environment. Several Reverse Proxies have not yet been migrated from ISAM V7.0.
The help desk is now receiving user complaints due to multiple logins required for applications protected by the ISAM
V7.0 Reverse Proxies. 

Which Distributed Session Cache option should be checked? 

A. enable_sms-functionality 

B. provide_700_attribute_ids 

C. Replicate certificate databases 

D. Support internal and external clients 

Correct Answer: C 

 

QUESTION 2

Which two protocols does the federation module in IBM Security Access Manager V9.0 support? (Choose two.) 

A. SAML 2.0 

B. XACML 3.0 

C. Higgins 2.0.0 

D. OpenID Connect 

E. Shibboleth (Internet 2) 

Correct Answer: AD 

Reference: https://www-01.ibm.com/support/docview.wss?uid=swg27047422andaid=8 

 

QUESTION 3

A company has deployed an IBM Security Manager V9.0 solution to protect web resources and now wants to secure
access to enterprise resources from mobile devices. The security deployment professional needs to run a utility to
configure the existing WebSEAL with the instance of the appliance that provides the authorization server for Advanced
Access Control. 

Which utility tool will perform this configuration? 

A. isamcfg 

B. pdadmin 

C. Web Administration Tool (WAT) 
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D. Middleware Configuration Utility 

Correct Answer: A 

Reference: https://www.ibm.com/support/knowledgecenter/SSPREK_9.0.3/com.ibm.isam.doc/config/
concept/con_isamcfg.html 

 

QUESTION 4

To configure IBM Security Access Manager V9.0 for Windows desktop single sign-on using Kerberos authentication, the
Reverse Proxy\\'s identity in the Active Directory Kerbros Domain must be associated with a Service Principal name
(SPN). 

Given the following information: 

AD Kerberos Realm Name: company.com ISAM Reverse Proxy DNS Domain: ws1.company.com 

What is the correct SPN? 

A. HTTP/ws1.company.com 

B. HTTP/ws1.company.com@COMPANY.COM 

C. HTTP/ws1.company.com@ws1.company.com 

D. HTTP/ws1.company.com@WS1.COMPANY.COM 

Correct Answer: B 

 

QUESTION 5

The IBM Security Access Manager (ISAM) V9.0 deployment professional has recently discovered an entire deployment
of over 100 junctions was performed incorrectly. 

How can a repair operation be scripted for this, and future deployment personnel? 

A. Use the CLI SSH interface, navigating to isam-> admin and authenticating as sec_master. 

B. Use a text editor and create the correct junction XML files, then import them using the LMI. 

C. Use the LMI Secure Web Settings-> Reverse Proxy-> Manage-> Junction Management interface. 

D. Use the REST API interface https://{appliance_hostname}/isam/pdadmin, JSON files and the CURL utility. 

Correct Answer: C 
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