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QUESTION 1

A deployment professional has a requirement to configure an OpenID Connect federation which does not allow the
Relying Party to access the token endpoint.

Which grant type must be enabled when creating the federation?
A. Implicit

B. Refresh Token

C. Client Credentials

D. Authorization code

Correct Answer: D

Reference: https://www.ibm.com/developerworks/library/se-configure-ISAM-reverse-proxy-PeP-to-OpenlDconnect-
provider-trs/index.html

QUESTION 2

Which action must be completed for an external high volume runtime database after upgrading a Security Access
Manager appliance?

A. Drop the runtime database

B. Restart the external database

C. Recreate the configuration table

D. Run the Access Control update.sql files

Correct Answer: B

QUESTION 3

A customer has an IBM Security Access Manager V9.0 appliance cluster spanning two data centers A and

B. Data center A has the Primary Master and two Restricted nodes. Data center B has a Secondary Master
and two Restricted Nodes.

A Load Balancer with redundancy across data centers provides sticky load balancing to reverse proxies in

both data centers.

What is true if a disaster recovery testing scenario takes down all appliances in data center A?

A. The Secondary Master will automatically be promoted to Primary Master
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B. Reverse Proxies in Data Center B will service all end-users with no intervention
C. The Secondary Master has to be promoted to Primary for Data Center B to service end-users

D. Reverse Proxies in Data Center B need to be recycled sequentially to handle users assigned Data Center A reverse
proxies.

Correct Answer: A

QUESTION 4

A customer received a replacement hardware appliance, but on boot up it has a different firmware than that for IBM
Security Access Manager (ISAM) V9.0. The appliance needs to be flashed to ISAM V9.0. The appliance needs to be
rebooted with a bootable USB drive formatted as FAT32.

Which file format is needed to create the bootable drive?

A. .iso

B. .ova

C. .pkg

D. .img

Correct Answer: A

QUESTION 5

A deployment professional needs to update the certificate used by the LMI.

Which steps should the deployment professional follow to complete this task?

A. Navigate in the LMI to manage system settings -> Management SSL Certificate -> Upload p12 file

B. Navigate in the LMI to manage system settings -> Management SSL Certificate -> Request New Certificate from CA
C. Navigate in the LMI to manage system settings -> Management SSL Certificate -> Update rt_profile_keys key file

D. Navigate in the LMI to manage system settings -> Management Authorization -> Update rt_profile_keys key file

Correct Answer: B
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