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QUESTION 1

The Cloud Computing Compliance Controls Catalogue (C5) framework is maintained by which of the following
agencies?

A. Agence nationale de la sécurité des systemes d’'information (ANSSI)
B. National Institute of Standards and Technology (NIST)

C. National Security Agency (NSA)

D. Bundesamt fiir Sicherheit in der Informationstechnik (BSI)

Correct Answer: D

Reference: https://docs.microsoft.com/en-us/compliance/regulatory/offering-c5-germany

QUESTION 2

When migrating to a cloud environment, which of the following should be the PRIMARY driver for the use of
encryption?

A. Cloud Service Provider encryption capabilities
B. The presence of PlI

C. Organizational security policies

D. Cost-benefit analysis

Correct Answer: A

QUESTION 3

Which of the following would be the MOST critical finding of an application security and DevOps audit?

A. The organization is not using a unified framework to integrate cloud compliance with regulatory requirements.
B. Application architecture and configurations did not consider security measures.

C. Outsourced cloud service interruption, breach or loss of data stored at the cloud service provider.

D. Certifications with global security standards specific to cloud are not reviewed and the impact of noted findings are
not assessed.

Correct Answer: B

QUESTION 4
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The Cloud Octagon Model was developed to support organizations:
A. risk assessment methodology.

B. risk treatment methodology.

C. incident response methodology.

D. incident detection methodology.

Correct Answer: A

QUESTION 5

When establishing cloud governance, an organization should FIRST test by migrating:
A. all applications at once to the cloud.

B. complex applications to the cloud.

C. legacy applications to the cloud.

D. a few applications to the cloud.

Correct Answer: D
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