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QUESTION 1

How are user permissions set in Falcon? 

A. Permissions are assigned to a User Group and then users are assigned to that group, thereby inheriting those
permissions 

B. Pre-defined permissions are assigned to sets called roles. Users can be assigned multiple roles based on job
function and they assume a cumulative set of permissions based on those assignments 

C. An administrator selects individual granular permissions from the Falcon Permissions List during user creation 

D. Permissions are token-based. Users request access to a defined set of permissions and an administrator adds their
token to the set of permissions 

Correct Answer: B 

 

QUESTION 2

Which of the following is a valid step when troubleshooting sensor installation failure? 

A. Confirm all required services are running on the system 

B. Enable the Windows firewall 

C. Disable SSL and TLS on the host 

D. Delete any available application crash log files 

Correct Answer: A 

 

QUESTION 3

What is the goal of a Network Containment Policy? 

A. Increase the aggressiveness of the assigned prevention policy 

B. Limit the impact of a compromised host on the network 

C. Gain more visibility into network activities 

D. Partition a network for privacy 

Correct Answer: B 

 

QUESTION 4

Which of the following roles allows a Falcon user to create Real Time Response Custom Scripts? 
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A. Real Time Responder ?Administrator 

B. Real Time Responder ?Read Only Analyst 

C. Real Time Responder ?Script Developer 

D. Real Time Responder ?Active Responder 

Correct Answer: C 

 

QUESTION 5

Which is a filter within the Host setup and management > Host management page? 

A. User name 

B. OU 

C. BIOS Version 

D. Locality 

Correct Answer: C 
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