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QUESTION 1

How do you assign a Prevention policy to one or more hosts? 

A. Create a new policy and assign it directly to those hosts on the Host Management page 

B. Modify the users roles on the User Management page 

C. Ensure the hosts are in a group and assign that group to a custom Prevention policy 

D. Create a new policy and assign it directly to those hosts on the Prevention policy page 

Correct Answer: C 

 

QUESTION 2

Why is the ability to disable detections helpful? 

A. It gives users the ability to set up hosts to test detections and later remove them from the console 

B. It gives users the ability to uninstall the sensor from a host 

C. It gives users the ability to allowlist a false positive detection 

D. It gives users the ability to remove all data from hosts that have been uninstalled 

Correct Answer: C 

 

QUESTION 3

When configuring a specific prevention policy, the admin can align the policy to two different types of groups, Host
Groups and which other? 

A. Custom IOA Rule Groups 

B. Custom IOC Groups 

C. Enterprise Groups 

D. Operating System Groups 

Correct Answer: D 

 

QUESTION 4

Which role allows a user to connect to hosts using Real-Time Response? 

A. Endpoint Manager 
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B. Falcon Administrator 

C. Real Time Responder ?Active Responder 

D. Prevention Hashes Manager 

Correct Answer: C 

 

QUESTION 5

The alignment of a particular prevention policy to one or more host groups can be completed in which of the following
locations within Falcon? 

A. Policy alignment is configured in the "Host Management" section in the Hosts application 

B. Policy alignment is configured only once during the initial creation of the policy in the "Create New Policy" pop-up
window 

C. Policy alignment is configured in the General Settings section under the Configuration menu 

D. Policy alignment is configured in each policy in the "Assigned Host Groups" tab 

Correct Answer: D 
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