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QUESTION 1

Which of the following is NOT normally a method for detecting and preventing data migration into the cloud? 

A. Intrusion Prevention System 

B. URL filters 

C. Data Loss Prevention 

D. Cloud Access and Security Brokers (CASB) 

E. Database Activity Monitoring 

Correct Answer: A 

 

QUESTION 2

Which type of application security testing tests running applications and includes tests such as web vulnerability testing
and fuzzing? 

A. Code Review 

B. Static Application Security Testing (SAST) 

C. Unit Testing 

D. Functional Testing 

E. Dynamic Application Security Testing (DAST) 

Correct Answer: E 

E. Dynamic Application Security Testing (DAST) 

Dynamic Application Security Testing (DAST) is a type of application security testing that involves testing running
applications to identify vulnerabilities and security weaknesses. It simulates real-world attacks on the application and
examines how it responds to those attacks. DAST typically includes tests such as web vulnerability scanning,
penetration testing, and fuzzing. DAST tools send various inputs and payloads to the application, analyze the
responses, and identify potential vulnerabilities such as injection flaws, cross-site scripting (XSS), and insecure
configurations. Unlike Static Application Security 

Testing (SAST), which analyzes the application\\'s source code, DAST focuses on the application in its deployed state.
Therefore, the correct answer is E. Dynamic Application Security Testing (DAST). 

 

QUESTION 3

Which type of application security testing should incorporate checks on API calls to the cloud service? 

A. Dynamic Application Security Testing (DAST) 
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B. Unit Testing 

C. Functional Testing 

D. Static Application Security Testing (SAST) 

E. All of the above 

Correct Answer: D 

Static Application Security Testing (SAST) is On top of the normal range of tests, these should ideally incorporate
checks on API calls to the cloud service. Hence, Correct answer is D. 

 

QUESTION 4

What is the main data source for detection and analysis of an incident? 

A. Logs 

B. Data repositories 

C. The Pew Research Center 

D. Blogs 

E. Database 

Correct Answer: A 

 

QUESTION 5

Which technique uses the management plane to detect various activities, such as file uploads or configuration
changes? 

A. Event-driven security 

B. Static Application Security Testing (SAST) 

C. Action security 

D. Auditing and logging 

E. Dynamic Application Security Testing (DAST) 

Correct Answer: A 

Event driven security: Certain cloud providers support event-driven code execution. In these cases, the management
plane detects various activities-such as a file being uploaded to a designated object storage location or a configuration
change to the network or identity management—which can in turn trigger code execution through a notification message,
or via serverless hosted code. Security can define events for security actions and use the event-driven capabilities to
trigger automated notification, assessment, remediation, or other security processes. 
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