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QUESTION 1

A key element of the "Destroy" phase of the Data Security Lifecycle is: 

A. Application Security 

B. Crypto-Shredding 

C. Assign Rights 

D. Encryption 

E. Classify 

Correct Answer: B 

B. Crypto-Shredding 

In the "Destroy" phase of the Data Security Lifecycle, a key element is "Crypto-Shredding." Crypto-shredding involves
securely deleting sensitive data by destroying the cryptographic keys used to encrypt the data. This ensures that even if
the 

encrypted data is retained, it remains unreadable and unrecoverable without the corresponding keys. 

The other options (A, C, D, E) might be relevant in the broader context of data security, but they are not specifically
associated with the "Destroy" phase and the concept of securely removing data. 

 

QUESTION 2

In which layer is the management plane? 

A. Infrastructure layer 

B. Applistructure layer 

C. Metastructure layer 

D. Infostructure layer 

E. Overstructure layer 

Correct Answer: C 

 

QUESTION 3

Which technique uses the management plane to detect various activities, such as file uploads or configuration
changes? 

A. Event-driven security 

B. Static Application Security Testing (SAST) 
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C. Action security 

D. Auditing and logging 

E. Dynamic Application Security Testing (DAST) 

Correct Answer: A 

Event driven security: Certain cloud providers support event-driven code execution. In these cases, the management
plane detects various activities-such as a file being uploaded to a designated object storage location or a configuration
change to the network or identity management—which can in turn trigger code execution through a notification message,
or via serverless hosted code. Security can define events for security actions and use the event-driven capabilities to
trigger automated notification, assessment, remediation, or other security processes. 

 

QUESTION 4

Who is responsible for the security of the physical infrastructure and virtualization platform? 

A. The cloud consumer 

B. The majority is covered by the consumer 

C. It depends on the agreement 

D. The responsibility is split equally 

E. The cloud provider 

Correct Answer: E 

 

QUESTION 5

The Software Defined Perimeter (SDP) includes which components? 

A. Client, Controller, and Gateway 

B. Client, Controller, Firewall, and Gateway 

C. Client, Firewall, and Gateway 

D. Controller, Firewall, and Gateway 

E. Client, Controller, and Firewall 

Correct Answer: A 
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