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QUESTION 1

When considering business continuity and disaster recovery with a cloud provider, which layer of the logical stack
includes code and message queues? 

A. Applistructure 

B. Datastructure 

C. Infostructure 

D. Infrastructure 

E. Metastructure 

Correct Answer: A 

 

QUESTION 2

CCM: The Cloud Service Delivery Model Applicability column in the CCM indicates the applicability of the cloud security
control to which of the following elements? 

A. Mappings to well-known standards and frameworks 

B. Service Provider or Tenant/Consumer 

C. Physical, Network, Compute, Storage, Application or Data 

D. SaaS, PaaS or IaaS 

Correct Answer: D 

 

QUESTION 3

What is the best way to ensure that all data has been removed from a public cloud environment including all media such
as back-up tapes? 

A. Allowing the cloud provider to manage your keys so that they have the ability to access and delete the data from the
main and back-up storage. 

B. Maintaining customer managed key management and revoking or deleting keys from the key management system to
prevent the data from being accessed again. 

C. Practice Integration of Duties (IOD) so that everyone is able to delete the encrypted data. 

D. Keep the keys stored on the client side so that they are secure and so that the users have the ability to delete their
own data. 

E. Both B and D. 

Correct Answer: B 
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QUESTION 4

For cloud consumers to be able to properly configure and manage their network security, what must cloud providers
do? 

A. Expose security controls 

B. Provide security templates 

C. Configure a default deny and enable controls as requested 

D. Provide administrator access to the tenant 

E. Provide API access 

Correct Answer: E 

 

QUESTION 5

CCM: A hypothetical start-up company called "ABC" provides a cloud based IT management solution. They are growing
rapidly and therefore need to put controls in place in order to manage any changes in their production environment.
Which of the following Change Control and configuration Management production environment specific control should
they implement in this scenario? 

A. Policies and procedures shall be established for managing the risks associated with applying changes to business-
critical or customer (tenant)-impacting (physical and virtual) applications and system-system interface (API) designs and
configurations, infrastructure network and systems components. 

B. Policies and procedures shall be established, and supporting business processes and technical measures
implemented, to restrict the installation of unauthorized software on organizationally-owned or managed user end-point
devices 

(e.g. issued workstations, laptops, and mobile devices) and IT infrastructure network and systems components. 

C. All cloud-based services used by the company\\'s mobile devices or BYOD shall be pre-approved for usage and the
storage of company business data. 

D. None of the above 

Correct Answer: A 
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