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QUESTION 1

What are the components of an encryption system? 

A. User, data, and encryption engine 

B. Data, encryption engine, and decryption tool 

C. User, encryption engine, and key management 

D. Data, encryption engine, and key management 

E. User, data, and key management 

Correct Answer: D 

 

QUESTION 2

Which statement best describes the impact of Cloud Computing on business continuity management? 

A. A general lack of interoperability standards means that extra focus must be placed on the security aspects of
migration between Cloud providers. 

B. The size of data sets hosted at a Cloud provider can present challenges if migration to another provider becomes
necessary. 

C. Customers of SaaS providers in particular need to mitigate the risks of application lock-in. 

D. Clients need to do business continuity planning due diligence in case they suddenly need to switch providers. 

E. Geographic redundancy ensures that Cloud Providers provide highly available services. 

Correct Answer: E 

 

QUESTION 3

What is true of searching data across cloud environments? 

A. You might not have the ability or administrative rights to search or access all hosted data. 

B. The cloud provider must conduct the search with the full administrative controls. 

C. All cloud-hosted email accounts are easily searchable. 

D. Search and discovery time is always factored into a contract between the consumer and provider. 

E. You can easily search across your environment using any E-Discovery tool. 

Correct Answer: A 
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QUESTION 4

Containers are highly portable code execution environments. 

A. False 

B. True 

Correct Answer: B 

 

QUESTION 5

All cloud services utilize virtualization technologies. 

A. False 

B. True 

Correct Answer: B 
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