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QUESTION 1

ENISA: Because it is practically impossible to process data in encrypted form, customers should have the following
expectation of cloud providers: 

A. Provider should be PCI compliant 

B. Provider should immediately notify customer whenever data is in plaintext form 

C. Provider must be highly trustworthy and have compensating controls to protect customer data when it is in plaintext
form 

D. Provider should always manage customer encryption keys with hardware security module (HSM) storage 

E. Homomorphic encryption should be implemented where necessary 

Correct Answer: D 

 

QUESTION 2

What is resource pooling? 

A. The provider\\'s computing resources are pooled to serve multiple consumers. 

B. Internet-based CPUs are pooled to enable multi-threading. 

C. The dedicated computing resources of each client are pooled together in a colocation facility. 

D. Placing Internet ( cloud ) data centers near multiple sources of energy, such as hydroelectric dams. 

E. None of the above. 

Correct Answer: A 

 

QUESTION 3

What factors should you understand about the data specifically due to legal, regulatory, and jurisdictional factors? 

A. The physical location of the data and how it is accessed 

B. The fragmentation and encryption algorithms employed 

C. The language of the data and how it affects the user 

D. The implications of storing complex information on simple storage systems 

E. The actual size of the data and the storage format 

Correct Answer: A 
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QUESTION 4

Absent other evidence, such as tampering or hacking, documents should not be considered more or less admissible or
credible because they were created or stored in the cloud. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 5

Which type of application security testing involves manual activity that is not necessarily integrated into automated
testing? 

A. Code Review 

B. Static Application Security Testing (SAST) 

C. Unit Testing 

D. Functional Testing 

E. Dynamic Application Security Testing (DAST) 

Correct Answer: D 
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