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QUESTION 1

Select the best definition of `compliance` from the options below. 

A. The development of a routine that covers all necessary security measures. 

B. The diligent habits of good security practices and recording of the same. 

C. The timely and efficient ling of security reports. 

D. The awareness and adherence to obligations, including the assessment and prioritization of corrective actions
deemed necessary and appropriate. 

E. The process of completing all forms and paperwork necessary to develop a defensible paper trail. 

Correct Answer: D 

 

QUESTION 2

Which meta-phase does the Cloud Security Alliance use to focus on the security and testing activities when moving
code from an isolated development environment to production? 

A. Secure Networking 

B. Secure Scaling 

C. Secure Deployment 

D. Secure Operations 

E. Secure Design and Development 

Correct Answer: C 

 

QUESTION 3

Even with immutable infrastructures, the production environment, should be actively monitored for changes and
deviations from approved baselines. 

A. False 

B. True 

Correct Answer: B 

Section 10.1.4 states "Even when using immutable infrastructure, the production environment should still be actively
monitored for changes and deviations from approved baselines." 

 

QUESTION 4
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What is the newer application development methodology and philosophy focused on automation of application
development and deployment? 

A. Agile 

B. BusOps 

C. DevOps 

D. SecDevOps 

E. Scrum 

Correct Answer: C 

 

QUESTION 5

Which of the following encryption methods would be utilized when object storage is used as the back-end for an
application? 

A. Database encryption 

B. Media encryption 

C. Asymmetric encryption 

D. Object encryption 

E. Client/application encryption 

Correct Answer: E 

11.1.4.2 Client-side encryption: When object storage is used as the back-end for an application (including mobile
applications), encrypt the data using an encryption engine embedded in the application or client. 
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