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QUESTION 1

What method can be utilized along with data fragmentation to enhance security? 

A. Encryption 

B. Organization 

C. Knowledge management 

D. IDS 

E. Insulation 

Correct Answer: E 

 

QUESTION 2

In which type of environment is it impractical to allow the customer to conduct their own audit, making it important that
the data center operators are required to provide auditing for the customers? 

A. Multi-application, single tenant environments 

B. Long distance relationships 

C. Multi-tenant environments 

D. Distributed computing arrangements 

E. Single tenant environments 

Correct Answer: C 

 

QUESTION 3

Which of the following is NOT a cloud computing characteristic that impacts incidence response? 

A. The on demand self-service nature of cloud computing environments. 

B. Privacy concerns for co-tenants regarding the collection and analysis of telemetry and artifacts associated with an
incident. 

C. The possibility of data crossing geographic or jurisdictional boundaries. 

D. Object-based storage in a private cloud. 

E. The resource pooling practiced by cloud services, in addition to the rapid elasticity offered by cloud infrastructures. 

Correct Answer: D 
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QUESTION 4

When configured properly, logs can track every code, infrastructure, and configuration change and connect it back to
the submitter and approver, including the test results. 

A. False 

B. True 

Correct Answer: B 

 

QUESTION 5

Which of the following statements best defines the "authorization" as a component of identity, entitlement, and access
management? 

A. The process of specifying and maintaining access policies 

B. Checking data storage to make sure it meets compliance requirements 

C. Giving a third party vendor permission to work on your cloud solution 

D. Establishing/asserting the identity to the application 

E. Enforcing the rules by which access is granted to the resources 

Correct Answer: D 
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