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QUESTION 1

Which of the following jurisdictions lacks a comprehensive national policy on data privacy and the protection of
personally identifiable information (PII)? 

A. European Union 

B. Asian-Pacific Economic Cooperation 

C. United States 

D. Russia 

Correct Answer: C 

The United States has a myriad of regulations focused on specific types of data, such as healthcare and financial, but
lacks an overall comprehensive privacy law on the national level. The European Union, the Asian-Pacific Economic
Cooperation, and Russia all have national privacy protections and regulations for the handling the PII data of their
citizens. 

 

QUESTION 2

What type of masking strategy involves making a separate and distinct copy of data with masking in place? 

A. Dynamic 

B. Replication 

C. Static 

D. Duplication 

Correct Answer: C 

With static masking, a separate and distinct copy of the data set is created with masking in place. This is typically done
through a script or other process that takes a standard data set, processes it to mask the appropriate and predefined
fields, and then outputs the data set as a new one with the completed masking done. 

 

QUESTION 3

What is a serious complication an organization faces from the perspective of compliance with international operations? 

A. Different certifications 

B. Multiple jurisdictions 

C. Different capabilities 

D. Different operational procedures 

Correct Answer: B 
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When operating within a global framework, a security professional runs into a multitude of jurisdictions and
requirements, and many times they might be in contention with one other or not clearly applicable. These requirements
can include the location of the users and the type of data they enter into systems, the laws governing the organization
that owns the application and any regulatory requirements they may have, as well as the appropriate laws and
regulations for the jurisdiction housing the IT resources and where the data is actually stored, which might be multiple
jurisdictions as well. 

 

QUESTION 4

Which aspect of cloud computing will be most negatively impacted by vendor lock-in? 

A. Elasticity 

B. Reversibility 

C. Interoperability 

D. Portability 

Correct Answer: D 

A cloud customer utilizing proprietary APIs or services from one cloud provider that are unlikely to be available from
another cloud provider will most negatively impact portability. 

 

QUESTION 5

Which protocol allows a system to use block-level storage as if it was a SAN, but over TCP network traffic instead? 

A. SATA 

B. iSCSI 

C. TLS 

D. SCSI 

Correct Answer: B 

iSCSI is a protocol that allows for the transmission and use of SCSI commands and features over a TCPbased network.
iSCSI allows systems to use block-level storage that looks and behaves as a SAN would with physical servers, but to
leverage the TCP network within a virtualized environment and cloud. 
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