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QUESTION 1

DLP solutions can aid in deterring loss due to which of the following?
A. Inadvertent disclosure

B. Natural disaster

C. Randomization

D. Device failure

Correct Answer: A

DLP solutions may protect against inadvertent disclosure. Randomization is a technique for obscuring data, not a risk to
data. DLP tools will not protect against risks from natural disasters, or against impacts due to device failure.

QUESTION 2

The BC/DR kit should include all of the following except:
A. Annotated asset inventory

B. Flashlight

C. Hard drives

D. Documentation equipment

Correct Answer: C

While hard drives may be useful in the kit (for instance, if they store BC/DR data such as inventory lists, baselines, and
patches), they are not necessarily required. All the other items should be included.

QUESTION 3

Which format is the most commonly used standard for exchanging information within a federated identity system?
A. XML

B. HTML

C. SAML

D. JSON

Correct Answer: C

Security Assertion Markup Language (SAML) is the most common data format for information exchange within a

federated identity system. It is used to transmit and exchange authentication and authorization data.XML is similar to
SAML, but it\'s used for general-purpose data encoding and labeling and is not used for the exchange of authentication
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and authorization data in the way that SAML is for federated systems. JSON is used similarly to XML, as a text-based
data exchange format that typically uses attribute-value pairings, but it\\'s not used for authentication and authorization
exchange. HTML is used only for encoding web pages for web browsers and is not used for data exchange--and
certainly not in a federated system.

QUESTION 4
Your company is in the planning stages of moving applications that have large data sets to a cloud environment.

What strategy for data removal would be the MOST appropriate for you to recommend if costs and speed are primary
considerations?

A. Shredding

B. Media destruction

C. Crypthographic erasure

D. Overwriting

Correct Answer: C

Cryptographic erasure involves having the data encrypted, typically as a matter of standard operations, and then
rendering the data useless and unreadable by destroying the encryption keys for it. It represents a very cheap and
immediate way to destroy data, and it works in all environments. With a cloud environment and multitenancy, media
destruction or the physical destruction of storage devices, including shredding, would not be possible. Depending on the

environment, overwriting may or may not be possible, but cryptographic erasure is the best answer because it is always
an available option and is very quick to implement.

QUESTION 5

Which type of testing uses the same strategies and toolsets that hackers would use?
A. Penetration

B. Dynamic

C. Static

D. Malicious

Correct Answer: A

Penetration testing involves using the same strategies and toolsets that hackers would use against a system to
discovery potential vulnerabilities.
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