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QUESTION 1

Gap analysis is performed for what reason? 

A. To begin the benchmarking process 

B. To assure proper accounting practices are being used 

C. To provide assurances to cloud customers 

D. To ensure all controls are in place and working properly 

Correct Answer: A 

The primary purpose of the gap analysis is to begin the benchmarking process against risk and security standards and
frameworks. 

 

QUESTION 2

Which of the following is not a component of contractual PII? 

A. Scope of processing 

B. Value of data 

C. Location of data 

D. Use of subcontractors 

Correct Answer: C 

The value of data itself has nothing to do with it being considered a part of contractual 

 

QUESTION 3

What type of segregation and separation of resources is needed within a cloud environment for multitenancy purposes
versus a traditional data center model? 

A. Virtual 

B. Security 

C. Physical 

D. Logical 

Correct Answer: D 

Cloud environments lack the ability to physically separate resources like a traditional data center can. To compensate,
cloud computing logical segregation concepts are employed. These include VLANs, sandboxing, and the use of virtual
network devices such as firewalls. 
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QUESTION 4

Which ITIL component is an ongoing, iterative process of tracking all deployed and configured resources that an
organization uses and depends on, whether they are hosted in a traditional data center or a cloud? 

A. Problem management 

B. Continuity management 

C. Availability management 

D. Configuration management 

Correct Answer: D 

Configuration management tracks and maintains detailed information about all IT components within an organization.
Availability management is focused on making sure system resources, processes, personnel, and toolsets are properly
allocated and secured to meet SLA requirements. Continuity management (or business continuity management) is
focused on planning for the successful restoration of systems or services after an unexpected outage, incident, or
disaster. Problem management is focused on identifying and mitigating known problems and deficiencies before they
occur. 

 

QUESTION 5

Where is an XML firewall most commonly and effectively deployed in the environment? 

A. Between the application and data layers 

B. Between the presentation and application layers 

C. Between the IPS and firewall 

D. Between the firewall and application server 

Correct Answer: D 

An XML firewall is most commonly deployed in line between the firewall and application server to validate XML code
before it reaches the application. An XML firewall is intended to validate XML before it reaches the application. Placing
the XML firewall between the presentation and application layers, between the firewall and IPS, or between the
application and data layers would not serve the intended purpose. 
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