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QUESTION 1

Which of the following are distinguishing characteristics of a managed service provider? 

A. Be able to remotely monitor and manage objects for the customer and proactively maintain these objects under
management. 

B. Have some form of a help desk but no NOC. 

C. Be able to remotely monitor and manage objects for the customer and reactively maintain these objects under
management. 

D. Have some form of a NOC but no help desk. 

Correct Answer: A 

According to the MSP Alliance, typically MSPs have the following distinguishing characteristics: 

-

Have some form of NOC service 

-

Have some form of help desk service 

-

Can remotely monitor and manage all or a majority of the objects for the customer 

-

Can proactively maintain the objects under management for the customer 

-

Can deliver these solutions with some form of predictable billing model, where the customer knows with great accuracy
what her regular IT management expense will be 

 

QUESTION 2

Which data state would be most likely to use digital signatures as a security protection mechanism? 

A. Data in use 

B. Data in transit 

C. Archived 

D. Data at rest 

Correct Answer: A 
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During the data-in-use state, the information has already been accessed from storage and transmitted to the service, so
reliance on a technology such as digital signatures is imperative to ensure security and complement the security
methods used during previous states. Data in transit relies on technologies such as TLS to encrypt network
transmission of packets for security. Data at rest primarily uses encryption for stored file objects. Archived data would be
the same as data at rest. 

 

QUESTION 3

Which of the following could be used as a second component of multifactor authentication if a user has an RSA token? 

A. Access card 

B. USB thumb drive 

C. Retina scan 

D. RFID 

Correct Answer: C 

A retina scan could be used in conjunction with an RSA token because it is a biometric factor, and thus a different type
of factor. An access card, RFID, and USB thumb drive are all items in possession of a user, the same as an RSA token,
and as such would not be appropriate. 

 

QUESTION 4

Data masking can be used to provide all of the following functionality, except: 

A. Test data in sandboxed environments 

B. Authentication of privileged users 

C. Enforcing least privilege 

D. Secure remote access 

Correct Answer: B 

Data masking does not support authentication in any way. All the others are excellent use cases for data masking. 

 

QUESTION 5

Which of the following is NOT a factor that is part of a firewall configuration? 

A. Encryption 

B. Port 

C. Protocol 

D. Source IP 
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Correct Answer: A 

Firewalls take into account source IP, destination IP, the port the traffic is using, as well as the network protocol
(UDP/TCP). Whether or not the traffic is encrypted is not something a firewall is concerned with. 
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