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QUESTION 1

An audit scope statement defines the limits and outcomes from an audit. 

Which of the following would NOT be included as part of an audit scope statement? 

A. Reports 

B. Certification 

C. Billing 

D. Exclusions 

Correct Answer: C 

Billing for an audit, or other cost-related items, would not be part of an audit scope statement and would instead be
handled prior to the actual audit as part of the contract between the organization and auditors. Reports, exclusions to
the scope of the audit, and required certifications on behalf of the systems or auditors are all crucial elements of an audit
scope statement. 

 

QUESTION 2

Each of the following are dependencies that must be considered when reviewing the BIA after cloud migration except: 

A. The cloud provider\\'s utilities 

B. The cloud provider\\'s suppliers 

C. The cloud provider\\'s resellers 

D. The cloud provider\\'s vendors 

Correct Answer: C 

The cloud provider\\'s resellers are a marketing and sales mechanism, not an operational dependency that could affect
the security of a cloud customer. 

 

QUESTION 3

Which ITIL component is an ongoing, iterative process of tracking all deployed and configured resources that an
organization uses and depends on, whether they are hosted in a traditional data center or a cloud? 

A. Problem management 

B. Continuity management 

C. Availability management 

D. Configuration management 
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Correct Answer: D 

Configuration management tracks and maintains detailed information about all IT components within an organization.
Availability management is focused on making sure system resources, processes, personnel, and toolsets are properly
allocated and secured to meet SLA requirements. Continuity management (or business continuity management) is
focused on planning for the successful restoration of systems or services after an unexpected outage, incident, or
disaster. Problem management is focused on identifying and mitigating known problems and deficiencies before they
occur. 

 

QUESTION 4

On large distributed systems with pooled resources, cloud computing relies on extensive orchestration to maintain the
environment and the constant provisioning of resources. 

Which of the following is crucial to the orchestration and automation of networking resources within a cloud? 

A. DNSSEC 

B. DNS 

C. DCOM 

D. DHCP 

Correct Answer: D 

The Dynamic Host Configuration Protocol (DHCP) automatically configures network settings for a host so that these
settings do not need to be configured on the host statically. Given the rapid and programmatic provisioning of resources
within a cloud environment, this capability is crucial to cloud operations. Both DNS and its security-integrity extension
DNSSEC provide name resolution to IP addresses, but neither is used for the configuration of network settings on a
host. DCOM refers to the Distributed Component Object Model, which was developed by Microsoft as a means to
request services across a network, and is not used for network configurations at all. 

 

QUESTION 5

A crucial decision any company must make is in regard to where it hosts the data systems it depends on. A debate
exists as to whether it\\'s best to lease space in a data center or build your own data center--and now with cloud
computing, whether to purchase resources within a cloud. 

What is the biggest advantage to leasing space in a data center versus procuring cloud services? 

A. Regulations 

B. Control 

C. Security 

D. Costs 

Correct Answer: B 

When leasing space in a data center versus utilizing cloud services, a customer has a much greater control over its
systems and services, from both the hardware/software perspective and the operational management perspective.
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Costs, regulations, and security are all prime considerations regardless of the hosting type selected. Although
regulations will be the same in either hosting solution, in most instances, costs and security will be greater factors with
leased space. 
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