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QUESTION 1

Which crucial aspect of cloud computing can be most threatened by insecure APIs? 

A. Automation 

B. Resource pooling 

C. Elasticity 

D. Redundancy 

Correct Answer: A 

 

Cloud environments depend heavily on API calls for management and automation. Any vulnerability with the APIs can
cause significant risk and exposure to all tenants of the cloud environment. Resource pooling and elasticity could both
be impacted by insecure APIs, as both require automation and orchestration to operate properly, but automation is the
better answer here. Redundancy would not be directly impacted by insecure APIs. 

 

QUESTION 2

Database activity monitoring (DAM) can be: 

A. Host-based or network-based 

B. Server-based or client-based 

C. Used in the place of encryption 

D. Used in place of data masking 

Correct Answer: A 

We don\\'t use DAM in place of encryption or masking; DAM augments these options without replacing them. We don\\'t
usually think of the database interaction as client-server, so A is the best answer. 

 

QUESTION 3

Which entity requires all collection and storing of data on their citizens to be done on hardware that resides within their
borders? 

A. Russia 

B. France 

C. Germany 

D. United States 
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Correct Answer: A 

Signed into law and effective starting on September 1, 2015, Russian Law 526-FZ establishes that any collecting,
storing, or processing of personal information or data on Russian citizens must be done from systems and databases
that are physically located with the Russian Federation. 

 

QUESTION 4

Which of the following concepts refers to a cloud customer paying only for the resources and offerings they use within a
cloud environment, and only for the duration that they are consuming them? 

A. Consumable service 

B. Measured service 

C. Billable service 

D. Metered service 

Correct Answer: B 

Measured service is where cloud services are delivered and billed in a metered way, where the cloud customer only
pays for those that they actually use, and for the duration of time that they use them. 

 

QUESTION 5

Which cloud deployment model is MOST likely to offer free or very cheap services to users? 

A. Hybrid 

B. Community 

C. Public 

D. Private 

Correct Answer: C 

Public clouds offer services to anyone, regardless of affiliation, and are the most likely to offer free services to users.
Examples of public clouds with free services include iCloud, Dropbox, and OneDrive. Private cloud models are designed
for specific customers and for their needs, and would not offer services to the public at large, for free or otherwise. A
community cloud is specific to a group of similar organizations and would not offer free or widely available public
services. A hybrid cloud model would not fit the specifics of the question. 
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