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QUESTION 1

Which of the following statements BEST differentiates sensitive personal data from other types of confidential data?
A. The legal department is accountable for protecting sensitive personal data.

B. Masking techniques are only applicable to the protection of sensitive personal data.

C. Sensitive personal data merits a higher level of protection.

D. Sensitive personal data requires deletion beyond the retention period by law.

Correct Answer: C

QUESTION 2

Which of the following is the BEST indication of a highly effective privacy training program?
A. Members of the workforce understand their roles in protecting data privacy.

B. HR has made privacy training an annual mandate for the organization.

C. Recent audits have no findings or recommendations related to data privacy.

D. No privacy incidents have been reported in the last year.

Correct Answer: B

QUESTION 3

When tokenizing credit card data, what security practice should be employed with the original data before it is stored in
a data lake?

A. Encoding

B. Backup

C. Encryption

D. Classification
Correct Answer: C

Reference: https://cpl.thalesgroup.com/faq

QUESTION 4

Which of the following is MOST important when developing an organizational data privacy program?
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A. Obtaining approval from process owners

B. Profiling current data use

C. Following an established privacy framework
D. Performing an inventory of all data

Correct Answer: B

QUESTION 5

A project manager for a new data collection system had a privacy impact assessment (PIA) completed before the
solution was designed. Once the system was released into production, an audit revealed personal data was being
collected that was not part of the PIA. What is the BEST way to avoid this situation in the future?

A. Conduct a privacy post-implementation review.

B. Document personal data workflows in the product life cycle.

C. Incorporate privacy checkpoints into the secure development life cycle.

D. Require management approval of changes to system architecture design.

Correct Answer: D
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