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QUESTION 1

Which of the following is the BEST approach for configuring remote access rules to safeguard personal data within the
organization\\'s network? 

A. Encrypting personal data 

B. Using a third-party remote server 

C. Installing endpoint security 

D. Enabling strict authentication 

Correct Answer: D 

 

QUESTION 2

Which of the following is the MOST important topic to cover in privacy awareness training customized for an
organization\\'s IT security staff? 

A. Sanctions for misuse of personal information 

B. Roles and responsibilities in responding to privacy-related incidents 

C. Requirements for usage and distribution of personal information 

D. Applicable privacy laws, regulations, and policies 

Correct Answer: B 

 

QUESTION 3

Which of the following zones within a data lake requires sensitive data to be encrypted or tokenized? 

A. Trusted zone 

B. Clean zone 

C. Raw zone 

D. Temporal zone 

Correct Answer: D 

 

 

QUESTION 4

An organization must de-identify its data before it is transferred to a third party. Which of the following should be done
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FIRST? 

A. Determine the categories of personal data collected. 

B. Remove the identifiers during the data transfer. 

C. Encrypt the data at rest and in motion. 

D. Ensure logging is turned on for the database. 

Correct Answer: A 

 

 

QUESTION 5

A data subject\\'s ability to securely obtain and reuse personal data for their own purposes across different services is
known as the right to: 

A. data portability. 

B. data sanitization. 

C. data limitation. 

D. data protection. 

Correct Answer: A 
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