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QUESTION 1

Within a business continuity plan (BCP), which of the following is the MOST important consideration to ensure the ability
to restore availability and access to personal data in the event of a data privacy incident?

A. Offline backup availability
B. Recovery time objective (RTO)
C. Recovery point objective (RPO)
D. Online backup frequency

Correct Answer: A

QUESTION 2

Which of the following would MOST effectively reduce the impact of a successful breach through a remote access
solution?

A. Compartmentalizing resource access

B. Regular testing of system backups

C. Monitoring and reviewing remote access logs

D. Regular physical and remote testing of the incident response plan

Correct Answer: D

QUESTION 3

Which of the following is MOST important to include when defining an organization\\'s privacy requirements as part of a
privacy program plan?

A. Data classification process

B. Privacy management governance
C. Privacy protection infrastructure
D. Lessons learned documentation

Correct Answer: C

QUESTION 4

An organization decides to outsource its customer personal data analytics to a third party to understand spending
habits. Which of the following is the MOST important contractual consideration?
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A. Platform architecture used to process the data

B. Terms for continuous monitoring of the vendor

C. Clearly defined data responsibilities of all parties
D. The vendor\\'s vulnerability management program

Correct Answer: C

QUESTION 5

Which of the following controls BEST mitigates the risk of unauthorized access to personal information via brute force
attacks through application programming interfaces (APIs)?

A. Authentication controls
B. Sufficient logging

C. Object level authorization
D. Mass assignment

Correct Answer: A
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