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QUESTION 1

A new marketing application needs to use data from the organization\\'s customer database. Prior to the application
using the data, which of the following should be done FIRST? 

A. Ensure the data loss prevention (DLP) tool is logging activity. 

B. De-identify all personal data in the database. 

C. Determine what data is required by the application. 

D. Renew the encryption key to include the application. 

Correct Answer: C 

 

QUESTION 2

Which of the following is the BEST way to validate that privacy practices align to the published enterprise privacy
management program? 

A. Conduct an audit. 

B. Report performance metrics. 

C. Perform a control self-assessment (CSA). 

D. Conduct a benchmarking analysis. 

Correct Answer: D 

 

QUESTION 3

Which of the following would BEST enable a data warehouse to limit access to individual database objects? 

A. Private storage volumes 

B. Virtual private database 

C. Database privacy firewall 

D. Data control dictionary 

Correct Answer: D 

 

QUESTION 4

Which of the following is the PRIMARY objective of privacy incident response? 

A. To ensure data subjects impacted by privacy incidents are notified. 
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B. To reduce privacy risk to the lowest possible level 

C. To mitigate the impact of privacy incidents 

D. To optimize the costs associated with privacy incidents 

Correct Answer: C 

Reference: https://www.isaca.org/resources/isaca-journal/issues/2020/volume-4/incident-response-models 

 

QUESTION 5

An organization wants to implement a cloud application with a REST application programming interface (API). Which of
the following BEST protects against unauthorized access to the API? 

A. Use of a trusted API framework 

B. Restriction of API access to whitelisted IP addresses 

C. Access authentication via API key 

D. Throttling of access requests to the API 

Correct Answer: C 
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