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QUESTION 1

Which of the following should an IT privacy practitioner do FIRST following a decision to expand remote working
capability to all employees due to a global pandemic?

A. Evaluate the impact resulting from this change.

B. Revisit the current remote working policies.

C. Implement a virtual private network (VPN) tool.

D. Enforce multi-factor authentication for remote access.

Correct Answer: B

QUESTION 2

Which of the following BEST ensures a mobile application implementation will meet an organization\\'s data security
standards?

A. User acceptance testing (UAT)
B. Data classification

C. Privacy impact assessment (PIA)
D. Automatic dynamic code scan
Correct Answer: C

Reference: https://www.isaca.org/resources/news-and-trends/industry-news/2020/three-ways-your-approach-to-privacy-
is-at-risk

QUESTION 3

Which of the following is the BEST way to manage different IT staff access permissions for personal data within an
organization?

A. Mandatory access control
B. Network segmentation

C. Dedicated access system
D. Role-based access control
Correct Answer: D

Reference: https://www.imperva.com/learn/data-security/role-based-access-control-rbac/
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QUESTION 4

What is the BEST method for protecting data transmissions to devices in the field?
A. Multi-factor authentication

B. Transport Layer Security (TLS)

C. Application level authentication

D. Hypertext Transfer Protocol Secure (HTTPS)

Correct Answer: D

QUESTION 5

Which of the following is the BEST way to protect the privacy of data stored on a laptop in case of loss or theft?
A. Strong authentication controls

B. Remote wipe

C. Regular backups

D. Endpoint encryption

Correct Answer: D
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