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QUESTION 1

Which of the following is the PRIMARY privacy concern with the use of a data lake containing transaction data, including
personal data?

A. The data lake retains all the organization\\'s data.
B. The data lake supports all operational users.

C. The data lake receives data from all data sources.
D. The data lake supports all types of data structures.

Correct Answer: B

QUESTION 2

Which of the following BEST supports an organization\\'s efforts to create and maintain desired privacy protection
practices among employees?

A. Skills training programs

B. Awareness campaigns

C. Performance evaluations
D. Code of conduct principles

Correct Answer: B

QUESTION 3

A global organization is planning to implement a customer relationship management (CRM) system to be used in offices
based in multiple countries. Which of the following is the MOST important data protection consideration for this project?

A. Industry best practice related to information security standards in each relevant jurisdiction
B. Identity and access management mechanisms to restrict access based on need to know
C. Encryption algorithms for securing customer personal data at rest and in transit

D. National data privacy legislative and regulatory requirements in each relevant jurisdiction

Correct Answer: D

QUESTION 4

When using pseudonymization to prevent unauthorized access to personal data, which of the following is the MOST
important consideration to ensure the data is adequately protected?
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A. The data must be protected by multi-factor authentication.

B. The identifier must be kept separate and distinct from the data it protects.

C. The key must be a combination of alpha and numeric characters.

D. The data must be stored in locations protected by data loss prevention (DLP) technology.

Correct Answer: D

QUESTION 5

Which of the following protocols BEST protects end-to-end communication of personal data?
A. Transmission Control Protocol (TCP)

B. Transport Layer Security Protocol (TLS)

C. Secure File Transfer Protocol (SFTP)

D. Hypertext Transfer Protocol (HTTP)

Correct Answer: B

Reference: https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-
gdpr/encryption/encryption-and-data-transfer/
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