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QUESTION 1

Which of the following is true of the wireless Service Set ID (SSID)? (Select all that apply.) 

A. Identifies the wireless network 

B. Acts as a password for network access 

C. Should be left at the factory default setting 

D. Not broadcasting the SSID defeats NetStumbler and other wireless discovery tools 

Correct Answer: AB 

 

QUESTION 2

Botnets are networks of compromised computers that are controlled remotely and surreptitiously by one or more cyber
criminals. How do cyber criminals infect a victim\\'s computer with bots? (Select 4 answers) 

A. Attackers physically visit every victim\\'s computer to infect them with malicious software 

B. Home computers that have security vulnerabilities are prime targets for botnets 

C. Spammers scan the Internet looking for computers that are unprotected and use these "open-doors" to install
malicious software 

D. Attackers use phishing or spam emails that contain links or attachments 

E. Attackers use websites to host the bots utilizing Web Browser vulnerabilities 

Correct Answer: BCDE 

 

QUESTION 3

A hacker is attempting to use nslookup to query Domain Name Service (DNS). The hacker uses the nslookup interactive
mode for the search. Which command should the hacker type into the command shell to request the appropriate
records? 

A. Locate type=ns 

B. Request type=ns 

C. Set type=ns 

D. Transfer type=ns 

Correct Answer: C 

 

QUESTION 4
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A company is using Windows Server 2003 for its Active Directory (AD). What is the most efficient way to crack the
passwords for the AD users? 

A. Perform a dictionary attack. 

B. Perform a brute force attack. 

C. Perform an attack with a rainbow table. 

D. Perform a hybrid attack. 

Correct Answer: C 

 

QUESTION 5

Study the log below and identify the scan type. 

A. nmap -sR 192.168.1.10 

B. nmap -sS 192.168.1.10 

C. nmap -sV 192.168.1.10 

D. nmap -sO -T 192.168.1.10 

Correct Answer: D 

CEH-001 VCE Dumps CEH-001 Practice Test CEH-001 Braindumps

Powered by TCPDF (www.tcpdf.org)

CEH-001 VCE Dumps | CEH-001 Practice Test | CEH-001 Braindumps                                3 / 3

https://www.geekcert.com/ceh-001.html
https://www.geekcert.com/ceh-001.html
https://www.geekcert.com/ceh-001.html
http://www.tcpdf.org
https://www.geekcert.com/ceh-001.html
https://www.geekcert.com/ceh-001.html
https://www.geekcert.com/ceh-001.html

