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QUESTION 1

Which statement is TRUE regarding network firewalls preventing Web Application attacks? 

A. Network firewalls can prevent attacks because they can detect malicious HTTP traffic. 

B. Network firewalls cannot prevent attacks because ports 80 and 443 must be opened. 

C. Network firewalls can prevent attacks if they are properly configured. 

D. Network firewalls cannot prevent attacks because they are too complex to configure. 

Correct Answer: B 

 

QUESTION 2

Jake works as a system administrator at Acme Corp. Jason, an accountant of the firm befriends him at the canteen and
tags along with him on the pretext of appraising him about potential tax benefits. Jason waits for Jake to swipe his
access card and follows him through the open door into the secure systems area. How would you describe Jason\\'s
behavior within a security context? 

A. Smooth Talking 

B. Swipe Gating 

C. Tailgating 

D. Trailing 

Correct Answer: C 

 

QUESTION 3

Jason is the network administrator of Spears Technology. He has enabled SNORT IDS to detect attacks going through
his network. He receives Snort SMS alerts on his iPhone whenever there is an attempted intrusion to his network. 

He receives the following SMS message during the weekend. 

An attacker Chew Siew sitting in Beijing, China had just launched a remote scan on Jason\\'s network with the hping
command. 

Which of the following hping2 command is responsible for the above snort alert? 
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A. chenrocks:/home/siew # hping -S -R -P -A -F -U 192.168.2.56 -p 22 -c 5 -t 118 

B. chenrocks:/home/siew # hping -F -Q -J -A -C -W 192.168.2.56 -p 22 -c 5 -t 118 

C. chenrocks:/home/siew # hping -D -V -R -S -Z -Y 192.168.2.56 -p 22 -c 5 -t 118 

D. chenrocks:/home/siew # hping -G -T -H -S -L -W 192.168.2.56 -p 22 -c 5 -t 118 

Correct Answer: A 

 

QUESTION 4

You are gathering competitive intelligence on XYZ.com. You notice that they have jobs listed on a few Internet job-
hunting sites. There are two job postings for network and system administrators. How can this help you in footprint the
organization? 

A. The IP range used by the target network 

B. An understanding of the number of employees in the company 

C. How strong the corporate security policy is 

D. The types of operating systems and applications being used. 

Correct Answer: D 

 

QUESTION 5

Susan has attached to her company\\'s network. She has managed to synchronize her boss\\'s sessions with that of the
file server. She then intercepted his traffic destined for the server, changed it the way she wanted to and then placed it
on the server in his home directory. What kind of attack is Susan carrying on? 

A. A sniffing attack 

B. A spoofing attack 

C. A man in the middle attack 

D. A denial of service attack 

Correct Answer: C 
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