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QUESTION 1

"Testing the network using the same methodologies and tools employed by attackers" Identify the correct terminology
that defines the above statement. 

A. Vulnerability Scanning 

B. Penetration Testing 

C. Security Policy Implementation 

D. Designing Network Security 

Correct Answer: B 

 

QUESTION 2

Which of the following is a common Service Oriented Architecture (SOA) vulnerability? 

A. Cross-site scripting 

B. SQL injection 

C. VPath injection 

D. XML denial of service issues 

Correct Answer: D 

 

QUESTION 3

Which of the following algorithms provides better protection against brute force attacks by using a 160-bit message
digest? 

A. MD5 

B. SHA-1 

C. RC4 

D. MD4 

Correct Answer: B 

 

QUESTION 4

What is Cygwin? 

A. Cygwin is a free C++ compiler that runs on Windows 
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B. Cygwin is a free Unix subsystem that runs on top of Windows 

C. Cygwin is a free Windows subsystem that runs on top of Linux 

D. Cygwin is a X Windows GUI subsytem that runs on top of Linux GNOME environment 

Correct Answer: B 

 

QUESTION 5

Which of the following is NOT true of cryptography? 

A. Science of protecting information by encoding it into an unreadable format 

B. Method of storing and transmitting data in a form that only those it is intended for can read and process 

C. Most (if not all) algorithms can be broken by both technical and non-technical means 

D. An effective way of protecting sensitive information in storage but not in transit 

Correct Answer: D 
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