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QUESTION 1

Which of the following is true of the wireless Service Set ID (SSID)? (Select all that apply.) 

A. Identifies the wireless network 

B. Acts as a password for network access 

C. Should be left at the factory default setting 

D. Not broadcasting the SSID defeats NetStumbler and other wireless discovery tools 

Correct Answer: AB 

 

QUESTION 2

Ron has configured his network to provide strong perimeter security. As part of his network architecture, he has
included a host that is fully exposed to attack. The system is on the public side of the demilitarized zone, unprotected by
a firewall or filtering router. What would you call such a host? 

A. Honeypot 

B. DMZ host 

C. DWZ host 

D. Bastion Host 

Correct Answer: A 

 

QUESTION 3

Which of the following systems would not respond correctly to an nmap XMAS scan? 

A. Windows 2000 Server running IIS 5 

B. Any Solaris version running SAMBA Server 

C. Any version of IRIX 

D. RedHat Linux 8.0 running Apache Web Server 

Correct Answer: A 

 

QUESTION 4

A company is legally liable for the content of email that is sent from its systems, regardless of whether the message was
sent for private or business-related purposes. This could lead to prosecution for the sender and for the company\\'s
directors if, for example, outgoing email was found to contain material that was pornographic, racist, or likely to incite
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someone to commit an act of terrorism. You can always defend yourself by "ignorance of the law" clause. 

A. true 

B. false 

Correct Answer: B 

 

QUESTION 5

If you come across a sheepdip machaine at your client site, what would you infer? 

A. A sheepdip computer is used only for virus checking. 

B. A sheepdip computer is another name for honeypop. 

C. A sheepdip coordinates several honeypots. 

D. A sheepdip computer defers a denial of service attack. 

Correct Answer: A 
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