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QUESTION 1

What is the term 8 to describe an attack that falsifies a broadcast ICMP echo request and includes a primary and
secondary victim? 

A. Fraggle Attack 

B. Man in the Middle Attack 

C. Trojan Horse Attack 

D. Smurf Attack 

E. Back Orifice Attack 

Correct Answer: D 

 

QUESTION 2

An NMAP scan of a server shows port 69 is open. What risk could this pose? 

A. Unauthenticated access 

B. Weak SSL version 

C. Cleartext login 

D. Web portal data leak 

Correct Answer: A 

 

QUESTION 3

Fingerprinting VPN firewalls is possible with which of the following tools? 

A. Angry IP 

B. Nikto 

C. Ike-scan 

D. Arp-scan 

Correct Answer: C 

 

QUESTION 4

Which statement is TRUE regarding network firewalls preventing Web Application attacks? 
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A. Network firewalls can prevent attacks because they can detect malicious HTTP traffic. 

B. Network firewalls cannot prevent attacks because ports 80 and 443 must be opened. 

C. Network firewalls can prevent attacks if they are properly configured. 

D. Network firewalls cannot prevent attacks because they are too complex to configure. 

Correct Answer: B 

 

QUESTION 5

At a Windows Server command prompt, which command could be used to list the running services? 

A. Sc query type= running 

B. Sc query \\servername 

C. Sc query 

D. Sc config 

Correct Answer: C 
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