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QUESTION 1

While attempting to discover the remote operating system on the target computer, you receive the following results from
an nmap scan: 

Remote operating system guess: Too many signatures match to reliably guess the OS. 

Nmap run completed -- 1 IP address (1 host up) scanned in 277.483 seconds 

What should be your next step to identify the OS? 

A. Perform a firewalk with that system as the target IP 

B. Perform a tcp traceroute to the system using port 53 

C. Run an nmap scan with the -v-v option to give a better output 

D. Connect to the active services and review the banner information 

Correct Answer: D 

 

QUESTION 2

What makes web application vulnerabilities so aggravating? (Choose two) 

A. They can be launched through an authorized port. 

B. A firewall will not stop them. 

C. They exist only on the Linux platform. 

D. They are detectable by most leading antivirus software. 

Correct Answer: AB 

 

QUESTION 3
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An attacker has captured a target file that is encrypted with public key cryptography. Which of the attacks below is likely
to be used to crack the target file? 

A. Timing attack 

B. Replay attack 

C. Memory trade-off attack 

D. Chosen plain-text attack 

Correct Answer: D 

 

QUESTION 4

A certified ethical hacker (CEH) is approached by a friend who believes her husband is cheating. She offers to pay to
break into her husband\\'s email account in order to find proof so she can take him to court. What is the ethical
response? 

A. Say no; the friend is not the owner of the account. 

B. Say yes; the friend needs help to gather evidence. 

C. Say yes; do the job for free. 

D. Say no; make sure that the friend knows the risk she\\'s asking the CEH to take. 

Correct Answer: A 

 

QUESTION 5

What is one thing a tester can do to ensure that the software is trusted and is not changing or tampering with critical
data on the back end of a system it is loaded on? 

A. Proper testing 

B. Secure coding principles 

C. Systems security and architecture review 

D. Analysis of interrupts within the software 

Correct Answer: D 
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