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QUESTION 1

Which of the following does the command nmap –open 10.10.10.3 do? 

A. Execute a scan on a single host, returning only open ports. 

B. Execute a scan on a subnet, returning detailed information on open ports. 

C. Execute a scan on a subnet, returning all hosts with open ports. 

D. Execute a scan on a single host, returning open services. 

Correct Answer: D 

 

 

QUESTION 2

A user receives an email about an unfamiliar bank transaction, which includes a link. When clicked, the link redirects the
user to a web page that looks exactly like their bank\\'s website and asks them to log in with their username and
password. Which type of attack is this? 

A. Whaling 

B. Smishing 

C. Vishing 

D. Phishing 

Correct Answer: D 

Reference: https://www.phishing.org/what-is-phishing 

 

QUESTION 3

An administrator investigating intermittent network communication problems has identified an excessive amount of
traffic from an external-facing host to an unknown location on the Internet. Which of the following BEST describes what
is occurring? 

A. The network is experiencing a denial of service (DoS) attack. 

B. A malicious user is exporting sensitive data. 

C. Rogue hardware has been installed. 

D. An administrator has misconfigured a web proxy. 

Correct Answer: B 
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QUESTION 4

During the forensic analysis of a compromised computer image, the investigator found that critical files are missing,
caches have been cleared, and the history and event log files are empty. According to this scenario, which of the
following techniques is the suspect using? 

A. System hardening techniques 

B. System optimization techniques 

C. Defragmentation techniques 

D. Anti-forensic techniques 

Correct Answer: D 

 

QUESTION 5

A system administrator identifies unusual network traffic from outside the local network. Which of the following is the
BEST method for mitigating the threat? 

A. Malware scanning 

B. Port blocking 

C. Packet capturing 

D. Content filtering 

Correct Answer: C 
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