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QUESTION 1

A Windows system administrator has received notification from a security analyst regarding new malware 

that executes under the process name of "armageddon.exe" along with a request to audit all department 

workstations for its presence. 

In the absence of GUI-based tools, what command could the administrator execute to complete this task? 

A. ps -ef | grep armageddon 

B. top | grep armageddon 

C. wmic process list brief | find "armageddon.exe" 

D. wmic startup list full | find "armageddon.exe" 

Correct Answer: C 

Reference: https://www.andreafortuna.org/2017/08/09/windows-command-line-cheatsheet-part-2-wmic/ 

 

QUESTION 2

Which common source of vulnerability should be addressed to BEST mitigate against URL redirection attacks? 

A. Application 

B. Users 

C. Network infrastructure 

D. Configuration files 

Correct Answer: A 

Reference: https://blog.qualys.com/securitylabs/2016/01/07/open-redirection-a-simple-vulnerabilitythreatens-your-web-
applications 

 

QUESTION 3

Which of the following describes United States federal government cybersecurity policies and guidelines? 

A. NIST 

B. ANSI 

C. NERC 

D. GDPR 
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Correct Answer: A 

Reference: https://www.gsa.gov/technology/government-it-initiatives/cybersecurity/cybersecurityprograms-policy 

 

QUESTION 4

A security analyst has discovered that an application has failed to run. Which of the following is the tool MOST likely
used by the analyst for the initial discovery? 

A. syslog 

B. MSConfig 

C. Event Viewer 

D. Process Monitor 

Correct Answer: C 

 

QUESTION 5

Which of the following is susceptible to a cache poisoning attack? 

A. Domain Name System (DNS) 

B. Secure Shell (SSH) 

C. Hypertext Transfer Protocol Secure (HTTPS) 

D. Hypertext Transfer Protocol (HTTP) 

Correct Answer: A 

Reference: https://www.sciencedirect.com/topics/computer-science/cache-poisoning-attack 
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