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QUESTION 1

Which of the following attacks involves sending a large amount of spoofed User Datagram Protocol (UDP) traffic to a
router\\'s broadcast address within a network? 

A. Land attack 

B. Fraggle attack 

C. Smurf attack 

D. Teardrop attack 

Correct Answer: C 

Reference: https://books.google.com.pk/books?id=rCx5OfSFUPkCandpg=RA7-PA8andlpg=RA7PA8anddq=attacks+inv
olves+sending+a+large+amount+of+spoofed+User+Datagram+Protocol+(UDP)
+traffic+to+a+router%E2%80%99s+broadcast +address+within+a
+networkandsource=blandots=aKV7j5UIQxandsig=ACfU3U0EkAK3nHXfUCJco5xVhckbtrT68wandhl=enandsa=Xandve
d=2ahUKEwjMlPWLz7bpAhUBrxoKHQNyAVoQ6AEwAHoECBUQAQ#v=onepageandq=attacks%20involves %
20sending%20a%20large%20amount%20of%20spoofed%20User%20Datagram%20Protocol%20
(UDP)%20traffic%20to%20a%20router%E2%80%99s%20broadcast%20address%20within%20a%
20networkandf=false 

 

QUESTION 2

A security analyst has discovered that an application has failed to run. Which of the following is the tool MOST likely
used by the analyst for the initial discovery? 

A. syslog 

B. MSConfig 

C. Event Viewer 

D. Process Monitor 

Correct Answer: C 

 

QUESTION 3

A cybersecurity expert assigned to be the IT manager of a middle-sized company discovers that there is little endpoint
security implementation on the company\\'s systems. Which of the following could be included in an endpoint security
solution? (Choose two.) 

A. Web proxy 

B. Network monitoring system 

C. Data loss prevention (DLP) 
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D. Anti-malware 

E. Network Address Translation (NAT) 

Correct Answer: AB 

 

QUESTION 4

The Key Reinstallation Attack (KRACK) vulnerability is specific to which types of devices? (Choose two.) 

A. Wireless router 

B. Switch 

C. Firewall 

D. Access point 

E. Hub 

Correct Answer: AE 

Reference: https://www.kaspersky.com/blog/krackattack/19798/ 

 

QUESTION 5

When performing an investigation, a security analyst needs to extract information from text files in a Windows operating
system. Which of the following commands should the security analyst use? 

A. findstr 

B. grep 

C. awk 

D. sigverif 

Correct Answer: C 

Reference: https://books.google.com.pk/books?id=8qTxCAAAQBAJandpg=PA6andlpg=PA6anddq=awk+extract
+information+from+text+files+in+a+Windows+operating
+systemandsource=blandots=mm7bH69viVandsig=ACfU3U2sg2lNmZXZW0FKQWctyfH89yAz3Qandhl=enandsa=Xand
ved=2ahUKEwiFioWCgbbpAhVFQBoKHavGAcUQ6AEwAHoECBQQAQ#v=onepageandq=awk%20extract%
20information%20from% 20text%20files%20in%20a%20Windows%20operating%20systemandf=false 
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