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QUESTION 1

A common formula used to calculate risk is: _____________ + Threats + Vulnerabilities = Risk. Which of the following
represents the missing factor in this formula? 

A. Exploits 

B. Security 

C. Asset 

D. Probability 

Correct Answer: C 

Reference: https://www.threatanalysis.com/2010/05/03/threat-vulnerability-risk-commonly-mixed-up-terms/ 

 

QUESTION 2

A security administrator notices a process running on their local workstation called SvrsScEsdKexzCv.exe. The
unknown process is MOST likely: 

A. Malware 

B. A port scanner 

C. A system process 

D. An application process 

Correct Answer: A 

 

QUESTION 3

Which of the following methods are used by attackers to find new ransomware victims? (Choose two.) 

A. Web crawling 

B. Distributed denial of service (DDoS) attack 

C. Password guessing 

D. Phishing 

E. Brute force attack 

Correct Answer: DE 

Reference: https://www.itproportal.com/features/the-four-most-popular-methods-hackers-use-to-spreadransomware/ 
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QUESTION 4

A government organization responsible for critical infrastructure is being attacked and files on the server been deleted.
Which of the following are the most immediate communications that should be made regarding the incident? (Choose
two.) 

A. Notifying law enforcement 

B. Notifying the media 

C. Notifying a national compute emergency response team (CERT) or cybersecurity incident response team (CSIRT) 

D. Notifying the relevant vendor 

E. Notifying a mitigation expert 

Correct Answer: CE 

 

QUESTION 5

An organization recently suffered a breach due to a human resources administrator emailing employee names and
Social Security numbers to a distribution list. Which of the following tools would help mitigate this risk from recurring? 

A. Data loss prevention (DLP) 

B. Firewall 

C. Web proxy 

D. File integrity monitoring 

Correct Answer: A 
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