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QUESTION 1

The Key Reinstallation Attack (KRACK) vulnerability is specific to which types of devices? (Choose two.) 

A. Wireless router 

B. Switch 

C. Firewall 

D. Access point 

E. Hub 

Correct Answer: AE 

Reference: https://www.kaspersky.com/blog/krackattack/19798/ 

 

QUESTION 2

A first responder notices a file with a large amount of clipboard information stored in it. Which part of the MITRE
ATTandCK matrix has the responder discovered? 

A. Collection 

B. Discovery 

C. Lateral movement 

D. Exfiltration 

Correct Answer: D 

Reference: https://resources.infosecinstitute.com/mitre-attck-clipboard-data/#gref 

 

QUESTION 3

Which of the following is an automated password cracking technique that uses a combination of uppercase and
lowercase letters, 0-9 numbers, and special characters? 

A. Dictionary attack 

B. Password guessing 

C. Brute force attack 

D. Rainbow tables 

Correct Answer: C 

Reference: https://www.cloudways.com/blog/what-is-brute-force-attack/ 
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QUESTION 4

After imaging a disk as part of an investigation, a forensics analyst wants to hash the image using a tool that supports
piecewise hashing. Which of the following tools should the analyst use? 

A. md5sum 

B. sha256sum 

C. md5deep 

D. hashdeep 

Correct Answer: A 

 

QUESTION 5

Which of the following data sources could provide indication of a system compromise involving the exfiltration of data to
an unauthorized destination? 

A. IPS logs 

B. DNS logs 

C. SQL logs 

D. SSL logs 

Correct Answer: A 
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