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QUESTION 1

Which of the following data sources could provide indication of a system compromise involving the exfiltration of data to
an unauthorized destination? 

A. IPS logs 

B. DNS logs 

C. SQL logs 

D. SSL logs 

Correct Answer: A 

 

QUESTION 2

Detailed step-by-step instructions to follow during a security incident are considered: 

A. Policies 

B. Guidelines 

C. Procedures 

D. Standards 

Correct Answer: C 

 

QUESTION 3

Which of the following does the command nmap –open 10.10.10.3 do? 

A. Execute a scan on a single host, returning only open ports. 

B. Execute a scan on a subnet, returning detailed information on open ports. 

C. Execute a scan on a subnet, returning all hosts with open ports. 

D. Execute a scan on a single host, returning open services. 

Correct Answer: D 

 

 

QUESTION 4

In which of the following attack phases would an attacker use Shodan? 
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A. Scanning 

B. Reconnaissance 

C. Gaining access 

D. Persistence 

Correct Answer: A 

Reference: https://books.google.com.pk/books?id=3bzPDwAAQBAJandpg=PA41andlpg=PA41anddq=attack+phases+w
ould+an+attacker+use +Shodanandsource=blandots=phUbfR8BOYandsig=ACfU3U1sg5J67s_sL_Ixpr3OiqdCIraKUwan
dhl=enandsa=Xandved=2ahUKEwjazaKCssXpAhUC4YUKHcJ5CVwQ6AEwAXoECBMQAQ#v=onepageandq=attack%
20phases%20would%20an%20attacker %20use%20Shodanandf=false 

 

QUESTION 5

An attacker intercepts a hash and compares it to pre-computed hashes to crack a password. Which of the following
methods has been used? 

A. Password sniffing 

B. Brute force attack 

C. Rainbow tables 

D. Dictionary attack 

Correct Answer: C 

Reference: https://books.google.com.pk/books?id=knlkHAsKNRwCandpg=PA174andlpg=PA174anddq=attacker+interc
epts+a+hash+and+compares+it+to+pre-computed+hashes+to+crack+a +passwordandsource=blandots=k8bSf5CPV7a
ndsig=ACfU3U1ZagQatV8sP0-7-zS7RU_EsKoQAwandhl=enandsa=Xandved=2ahUKEwj_k6f-
prbpAhUBBGMBHeQaCdwQ6AEwCXoECBMQAQ#v=onepageandq=attacker%20intercepts%20a%20hash%
20and%20compares%20it%20to%20pre-computed%20hashes%20to%20crack%20a%20passwordandf=false 
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