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QUESTION 1

Which of the following would be the BEST way to facilitate the adoption of strong IT governance practices throughout a
multi-divisional enterprise?

A. Ensuring each divisional policy is consistent with corporate policy

B. Ensuring divisional governance fosters continuous improvement processes

C. Mandating data standardization across the distributed enterprise

D. Documenting and communicating key management practices across divisions

Correct Answer: D

QUESTION 2

To enable the development of required IT skill sets for the enterprise, it is MOST important to define skill requirements
based on:

A. training needs.

B. one set of skills applicable to all IT staff.
C. a best practices framework.

D. each role within the IT department.

Correct Answer: D

QUESTION 3

Which of the following BEST supports the implementation of an effective data classification policy?
A. Monitoring with key performance indicators (KPIs)

B. Implementation of data loss prevention (DLP) tools

C. Clear guidelines adopted by the business

D. Classification policy approval by the board

Correct Answer: C

QUESTION 4

Which of the following roles is accountable for the confidentiality integrity and availability of information within an
enterprise?
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A. Risk manager

B. Data owner

C. Lead legal counsel
D. Data custodian

Correct Answer: B

QUESTION 5

An enterprise has lost an unencrypted backup tape of archived customer data. A data breach report is not mandatory in
the relevant jurisdiction. From an ethical standpoint, what should the enterprise do NEXT?

A. Initiate disciplinary proceedings against relevant employees.
B. Mandate a review of backup tape inventory procedures.

C. Communicate the breach to customers.

D. Require an evaluation of storage facility vendors.

Correct Answer: C
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