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QUESTION 1

Which of the following information must be provided by the data controller when complying with GDPR "right to be
informed" requirements? 

A. The purpose of personal data processing. 

B. The data subject\\'s right to withdraw consent 

C. The contact details of the Data Protection Officer (DPO). 

D. The name of any organizations with whom personal data was shared. 

Correct Answer: C 

 

QUESTION 2

What is the main purpose of a privacy program audit? 

A. To mitigate the effects of a privacy breach. 

B. To justify a privacy department budget increase. 

C. To make decisions on privacy staff roles and responsibilities. 

D. To ensure the adequacy of data protection procedures. 

Correct Answer: D 

 

QUESTION 3

SCENARIO 

Please use the following to answer the next question: 

Hi Zoe, 

Thank you so much for your email. I am so glad you have jumped right into your new position as our in-house privacy
professional. BastTech greatly needs your expertise. I hope you are comfortably settling into your new home in the
United 

States after your move from the United Kingdom! Georgia is a wonderful state. 

I particularly appreciate your enthusiasm in using your recent informal assessment to begin rectifying gaps in our
privacy program and making sure we are in compliance with all laws. However, I also want to make sure that we are
prioritizing 

our initiatives by spending time on the measures that are most important to our customers, our company, and the tech
industry as a whole. 

Specifically, I know that you are advocating for an update of our Business Continuity Disaster Response (BCDR) plan
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with an eye toward privacy concerns. I think this effort is something that we may be able to postpone. I\\'m sure that
after ten 

years the document can be updated in spots; however, we have first-rate, experienced executive leaders that would
have things well in hand in the unlikely event of a disaster. 

Further, you mentioned that you would like to assess our longtime subcontractor\\'s disaster plan through a second-
party audit. Papyrus, our longtime subcontractor, does keep a great deal of personal data about our customers.
However, I am 

not sure I understand your request and would like to discuss this further during our meeting Wednesday. 

You also say that your audit uncovered some inadequacies in staff compliance with our security procedures and local
laws. I just wanted to emphasize that the audit findings only need to be communicated to the executive leadership. I
would 

rather not cause unnecessary alarm across departments. 

I know you are also looking closely at the recent loss of a file belonging to a staff member in Human Resources (HR). It
was an unfortunate incident, but rest assured, we handled the situation according to Georgia state law. The only difficult
part was easing the concerns of our many remote employees all across the country whose data was on the computer.
But I believe everything is settled. At least this stands as proof that in the event of another breach of any type,
Information Security (IS) will take the lead while other departments move on with business as usual without having to
get involved. Thankfully, we have taken the measure of supplementing our General Commercial Liability Insurance with
cyber insurance. 

Anyway, we will talk more on Wednesday. I just wanted to communicate some of my current thinking. 

Thanks, 

Whitney 

Interim Assistant Business Manager, BastTech. 

Based on the email, Zoe is most likely to praise Whitney for what? 

A. Knowing the business well. 

B. Making consumers a priority. 

C. Anticipating potential financial impacts. 

D. Prioritizing the privacy tasks that Zoe should focus on. 

Correct Answer: D 

 

 

QUESTION 4

The owner of an ice cream store has decided to begin accepting credit and debit cards for payment. To comply with
industry standards, the owner will need to do which of the following? 

A. Seek ISO 27001 certification. 
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B. Implement PCI data security controls. 

C. Issue a privacy notice to store customers. 

D. Use only vendor-supplied system passwords. 

Correct Answer: B 

 

 

QUESTION 5

A Human Resources director at a company reported that a laptop containing employee payroll data was lost on the
train. Which action should the company take IMMEDIATELY? 

A. Report the theft to law enforcement 

B. Wipe the hard drive remotely 

C. Report the theft to the senior management 

D. Perform a multi-factor risk analysis 

Correct Answer: D 
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