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QUESTION 1

SCENARIO 

Please use the following to answer the next QUESTION: 

Penny has recently joined Ace Space, a company that sells homeware accessories online, as its new privacy officer.
The company is based in California but thanks to some great publicity from a social media influencer last year, the
company has received an influx of sales from the EU and has set up a regional office in Ireland to support this
expansion. To become familiar with Ace Space\\'s practices and assess what her privacy priorities will be, Penny has
set up meetings with a number of colleagues to hear about the work that they have been doing and their compliance
efforts. 

Penny\\'s colleague in Marketing is excited by the new sales and the company\\'s plans, but is also concerned that
Penny may curtail some of the growth opportunities he has planned. He tells her "I heard someone in the breakroom
talking about some new privacy laws but I really don\\'t think it affects us. We\\'re just a small company. I mean we just
sell accessories online, so what\\'s the real risk?" He has also told her that he works with a number of small companies
that help him get projects completed in a hurry. "We\\'ve got to meet our deadlines otherwise we lose money. I just sign
the contracts and get Jim in finance to push through the payment. Reviewing the contracts takes time that we just don\\'t
have." 

In her meeting with a member of the IT team, Penny has learned that although Ace Space has taken a number of
precautions to protect its website from malicious activity, it has not taken the same level of care of its physical files or
internal infrastructure. Penny\\'s colleague in IT has told her that a former employee lost an encrypted USB key with
financial data on it when he left. The company nearly lost access to their customer database last year after they fell
victim to a phishing attack. Penny is told by her IT colleague that the IT team "didn\\'t know what to do or who should do
what. We hadn\\'t been trained on it but we\\'re a small team though, so it worked out OK in the end." Penny is
concerned that these issues will compromise Ace Space\\'s privacy and data protection. 

Penny is aware that the company has solid plans to grow its international sales and will be working closely with the CEO
to give the organization a data "shake up". Her mission is to cultivate a strong privacy culture within the company. 

Penny has a meeting with Ace Space\\'s CEO today and has been asked to give her first impressions and an overview
of her next steps. 

To help Penny and her CEO with their objectives, what would be the most helpful approach to address her IT
concerns? 

A. Roll out an encryption policy 

B. Undertake a tabletop exercise 

C. Ensure inventory of IT assets is maintained 

D. Host a town hall discussion for all IT employees 

Correct Answer: A 

 

QUESTION 2

SCENARIO 

Please use the following to answer the next QUESTION: 
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Ben works in the IT department of IgNight, Inc., a company that designs lighting solutions for its clients. Although
IgNight\\'s customer base consists primarily of offices in the US, some individuals have been so impressed by the
unique 

aesthetic and energy-saving design of the light fixtures that they have requested IgNight\\'s installations in their homes
across the globe. 

One Sunday morning, while using his work laptop to purchase tickets for an upcoming music festival, Ben happens to
notice some unusual user activity on company files. From a cursory review, all the data still appears to be where it is
meant 

to be but he can\\'t shake off the feeling that something is not right. He knows that it is a possibility that this could be a
colleague performing unscheduled maintenance, but he recalls an email from his company\\'s security team reminding
employees to be on alert for attacks from a known group of malicious actors specifically targeting the industry. Ben is a
diligent employee and wants to make sure that he protects the company but he does not want to bother his hard-
working colleagues on the weekend. He is going to discuss the matter with this manager first thing in the morning but 

wants to be prepared so he can demonstrate his knowledge in this area and plead his case for a promotion. To
determine the steps to follow, what would be the most appropriate internal guide for Ben to review? 

A. Incident Response Plan. 

B. Code of Business Conduct. 

C. IT Systems and Operations Handbook. 

D. Business Continuity and Disaster Recovery Plan. 

Correct Answer: B 

 

QUESTION 3

In a sample metric template, what does "target" mean? 

A. The suggested volume of data to collect 

B. The percentage of completion 

C. The threshold for a satisfactory rating 

D. The frequency at which the data is sampled 

Correct Answer: A 

 

QUESTION 4

Which of the following is NOT a type of privacy program metric? 

A. Business enablement metrics. 

B. Data enhancement metrics. 

C. Value creation metrics. 
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D. Risk-reduction metrics. 

Correct Answer: C 

 

QUESTION 5

Rationalizing requirements in order to comply with the various privacy requirements required by applicable law and
regulation does NOT include which of the following? 

A. Harmonizing shared obligations and privacy rights across varying legislation and/or regulators. 

B. Implementing a solution that significantly addresses shared obligations and privacy rights. 

C. Applying the strictest standard for obligations and privacy rights that doesn\\'t violate privacy laws elsewhere. 

D. Addressing requirements that fall outside the common obligations and rights (outliers) on a case-by-case basis. 

Correct Answer: C 
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