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QUESTION 1

What type of data lies beyond the scope of the General Data Protection Regulation?
A. Pseudonymized

B. Anonymized

C. Encrypted

D. Masked

Correct Answer: B

Reference: https://www.datainspektionen.se/other-lang/in-english/the-general-data- protection-regulation-gdpr/ the-
purposes-and-scope-of-the-general-data-protection- regulation/

QUESTION 2
SCENARIO
Please use the following to answer the next question:

T-Craze, a German-headquartered specialty t-shirt company, was successfully selling to large German metropolitan
cities. However, after a recent merger with another German- based company that was selling to a broader European
market, T-Craze revamped its marketing efforts to sell to a wider audience. These efforts included a complete redesign
of its logo to reflect the recent merger, and improvements to its website meant to capture more information about visitors
through the use of cookies.

T-Craze also opened various office locations throughout Europe to help expand its business. While Germany continued
to host T-Craze\\'s headquarters and main product- design office, its French affiliate became responsible for all
marketing and sales activities. The French affiliate recently procured the services of Right Target, a renowned marketing
firm based in the Philippines, to run its latest marketing campaign. After thorough research, Right Target determined
that T-Craze is most successful with customers between the ages of 18 and 22. Thus, its first campaign targeted
university students in several European capitals, which yielded nearly 40% new customers for T-Craze in one quarter.
Right Target also ran subsequent campaigns for T- Craze, though with much less success.

The last two campaigns included a wider demographic group and resulted in countless unsubscribe requests, including
a large number in Spain. In fact, the Spanish data protection authority received a complaint from Sofia, a mid-career
investment banker. Sofia was upset after receiving a marketing communication even after unsubscribing from such
communications from the Right Target on behalf of T-Craze.

Which of the following is T-Craze\\'s lead supervisory authority?

A. Germany, because that is where T-Craze is headquartered.

B. France, because that is where T-Craze conducts processing of personal information.

C. Spain, because that is T-Craze\\'s primary market based on its marketing campaigns.

D. T-Craze may choose its lead supervisory authority where any of its affiliates are based, because it has presence in
several European countries.
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Correct Answer: D

QUESTION 3

For which of the following operations would an employer most likely be justified in requesting the data subject\\'s
consent?

A. Posting an employee\\'s bicycle race photo on the company\\'s social media.
B. Processing an employee\\'s health certificate in order to provide sick leave.
C. Operating a CCTV system on company premises.

D. Assessing a potential employee\\'s job application.

Correct Answer: A

QUESTION 4

SCENARIO

Please use the following to answer the next question:

ABC Hotel Chain and XYZ Travel Agency are U.S.-based multinational companies. They use an internet-based
common platform for collecting and sharing their customer data with each other, in order to integrate their marketing

efforts.

Additionally, they agree on the data to be stored, how reservations will be booked and confirmed, and who has access
to the stored data.

Mike, an EU resident, has booked travel itineraries in the past through XYZ Travel Agency to stay at ABC Hotel
Chain\\'s locations. XYZ Travel Agency offers a rewards program that allows customers to sign up to accumulate points
that can

later be redeemed for free travel. Mike has signed the agreement to be a rewards program member.

Now Mike wants to know what personal information the company holds about him. He sends an email requesting
access to his data, in order to exercise what he believes are his data subject rights.

What are ABC Hotel Chain and XYZ Travel Agency\\'s roles in this relationship?
A. ABC Hotel Chain is the controller and XYZ Travel Agency is the processor.
B. XYZ Travel Agency is the controller and ABC Hotel Chain is the processor.
C. ABC Hotel Chain and XYZ Travel Agency are independent controllers.

D. ABC Hotel Chain and XYZ Travel Agency are joint controllers.

Correct Answer: D
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QUESTION 5
SCENARIO Please use the following to answer the next question:

TripBliss Inc. is a travel service company which has lost substantial revenue over the last few years. Their new
manager, Oliver, suspects that this is partly due to thecompany\\'s outdated website. After doing some research, he
meets with a sales representative from the up-and-coming IT company Techiva, hoping that they can design a new,
cutting-edge website for TripBliss Inc.\\'s foundering business.

During negotiations, a Techiva representative describes a plan for gathering more customer information through
detailed Questionaires, which could be used to tailor their preferences to specific travel destinations. TripBliss Inc. can
choose any number of data categories ?age, income, ethnicity ?that would help them best accomplish their goals. Oliver
loves this idea, but would also like to have some way of gauging how successful this approach is, especially since the
Questionaires will require customers to provide explicit consent to having their data collected. The Techiva
representative suggests that they also run a program to analyze the new website\\'s traffic, in order to get a better
understanding of how customers are using it. He explains his plan to place a number of cookies on customer devices.
The cookies will allow the company to collect IP addresses and other information, such as the sites from which the
customers came, how much time they spend on the TripBliss Inc. website, and which pages on the site they visit. All of
this information will be compiled in log files, which Techiva will analyze by means of a special program. TripBliss Inc.
would receive aggregate statistics to help them evaluate the website\\'s effectiveness. Oliver enthusiastically engages
Techiva for these services.

Techiva assigns the analytics portion of the project to longtime account manager Leon Santos. As is standard practice,
Leon is given administrator rights to TripBliss Inc.\\'s website, and can authorize access to the log files gathered from it.
Unfortunately for TripBliss Inc., however, Leon is taking on this new project at a time when his dissatisfaction with
Techiva is at a high point. In order to take revenge for what he feels has been unfair treatment at the hands of the
company, Leon asks his friend Fred, a hobby hacker, for help. Together they come up with the following plan: Fred will
hack into Techiva\\'s system and copy their log files onto a USB stick. Despite his initial intention to send the USB to the
press and to the data protection authority in order to denounce Techiva, Leon experiences a crisis of conscience and
ends up reconsidering his plan. He decides instead to securely wipe all the data from the USB stick and inform his
manager that the company\\'s system of access control must be reconsidered.

After Leon has informed his manager, what is Techiva\l's legal responsibility as a processor?

A. They must report it to TripBliss Inc.

B. They must conduct a full systems audit.

C. They must report it to the supervisory authority.

D. They must inform customers who have used the website.

Correct Answer: B
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