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QUESTION 1

An organization is concerned that its aging IT infrastructure will lead to Increased security and privacy risks. Which of
the following would help mitigate these risks? 

A. Vulnerability management. 

B. Data Loss Prevention. 

C. Code audits. 

D. Network Centricity. 

Correct Answer: A 

vulnerability management would help mitigate the risks of an organization\\'s aging IT infrastructure leading to increased
security and privacy risks. 

 

QUESTION 2

Which of the following modes of interaction often target both people who personally know and are strangers to the
attacker? 

A. Spam. 

B. Phishing. 

C. Unsolicited sexual imagery. 

D. Consensually-shared sexual imagery. 

Correct Answer: B 

 

QUESTION 3

An organization is deciding between building a solution in-house versus purchasing a solution for a new customer facing
application. When security threats are taken into consideration, a key advantage of purchasing a solution would be the
availability of? 

A. Data Management and analytics. 

B. Digital Rights Management. 

C. Outsourcing of resources. 

D. Patching and updates. 

Correct Answer: D 
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QUESTION 4

Which of the following is NOT a factor to consider in FAIR analysis? 

A. The severity of the harm that might be caused by the privacy risk 

B. The capability of a threat actor to exploit the analyzed privacy risk 

C. The stage of the data life cycle in which the analyzed privacy risk occurs 

D. The probability that a threat actor\\'s attempts to exploit a privacy risk might succeed 

Correct Answer: C 

 

QUESTION 5

Which of the following techniques describes the use of encryption where encryption keys are divided into parts that can
then be used to recover a full encryption key? 

A. Homomorphic encryption. 

B. Asymmetric cryptography. 

C. Cryptographic hashing. 

D. Secret sharing. 

Correct Answer: D 

the technique that describes the use of encryption where encryption keys are divided into parts that can then be used to
recover a full encryption key is called secret sharing. 
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