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QUESTION 1

There are two groups of users. In a company, where one group Is allowed to see credit card numbers, while the other
group Is not. Both are accessing the data through the same application. The most effective and efficient way to achieve
this would be? 

A. Have two copies of the data, one copy where the credit card numbers are obfuscated, while the other copy has them
in the clear. Serve up from the appropriate copy depending on the user accessing it. 

B. Have the data encrypted at rest, and selectively decrypt It for the users who have the rights to see it. 

C. Obfuscate the credit card numbers whenever a user who does not have the right to see them accesses the data. 

D. Drop credit card numbers altogether whenever a user who does not have the right to see them accesses the data. 

Correct Answer: B 

the most effective and efficient way to achieve this would be to have the data encrypted at rest, and selectively decrypt it
for the users who have the rights to see it. 

 

QUESTION 2

Which of the following became a foundation for privacy principles and practices of countries and organizations across
the globe? 

A. The Personal Data Ordinance. 

B. The EU Data Protection Directive. 

C. The Code of Fair Information Practices. 

D. The Organization for Economic Co-operation and Development (OECD) Privacy Principles. 

Correct Answer: D 

Reference: https://privacyrights.org/resources/review-fair-information-principles-foundation- privacy-public-policy 

The Organization for Economic Co-operation and Development (OECD) Privacy Principles became a foundation for
privacy principles and practices of countries and organizations across the globe4. The OECD Privacy Principles were
adopted by OECD member countries in 1980 as a set of eight basic principles for ensuring adequate protection of
personal data across national borders4. The OECD Privacy Principles have been widely recognized as an international
standard for data protection and have influenced many regional and national laws and frameworks4. 

 

QUESTION 3

An organization is using new technologies that will target and process personal data of EU customers. In which of the
following circumstances would a privacy technologist need to support a data protection impact assessment (DPIA)? 

A. If a privacy notice and opt-m consent box are not displayed to the individual 

B. If security of data processing has not been evaluated 
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C. If a large amount of personal data will be collected. 

D. If data processing is a high risk to an individual\\'s rights and freedoms 

Correct Answer: D 

a privacy technologist would need to support a data protection impact assessment (DPIA) if data processing is a high
risk to an individual\\'s rights and freedoms. 

 

QUESTION 4

What is the main privacy threat posed by Radio Frequency Identification (RFID)? 

A. An individual with an RFID receiver can track people or consumer products. 

B. An individual can scramble computer transmissions in weapons systems. 

C. An individual can use an RFID receiver to engage in video surveillance. 

D. An individual can tap mobile phone communications. 

Correct Answer: D 

 

QUESTION 5

Users of a web-based email service have their accounts breached through compromised login credentials. Which
possible consequences of the breach illustrate the two categories of Calo\\'s Harm Dimensions? 

A. Financial loss and blackmail. 

B. Financial loss and solicitation. 

C. Identity theft and embarrassment. 

D. Identity theft and the leaking of information. 

Correct Answer: D 
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