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QUESTION 1
Which of the following does NOT illustrate the “respect to user privacy\\' principle?

A. Implementing privacy elements within the user interface that facilitate the use of technology by any visually-
challenged users.

B. Enabling Data Subject Access Request (DSARSs) that provide rights for correction, deletion, amendment and
rectification of personal information.

C. Developing a consent management self-service portal that enables the data subjects to review the details of consent
provided to an organization.

D. Filing breach natification paperwork with data protection authorities which detail the impact to data subjects.

Correct Answer: D

QUESTION 2

Properly configured databases and well-written website codes are the best protection against what online threat?
A. Pharming.

B. SQL injection.

C. Malware execution.

D. System modification.

Correct Answer: B

QUESTION 3

Which is NOT a suitable action to apply to data when the retention period ends?

A. Aggregation.

B. De-identification.

C. Deletion.

D. Retagging.

Correct Answer: D

Retagging is not a suitable action to apply to data when the retention period ends2 . Retagging means changing the
classification or label of data based on its sensitivity or value2. Retagging does not reduce the risk of unauthorized

access or disclosure of personal data that is no longer needed by the organization2. The other options are suitable
actions to apply to data when the retention period ends, as they either remove or anonymize personal data2.
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QUESTION 4

Which of the following is considered a records management best practice?
A. Archiving expired data records and files.

B. Storing decryption keys with their associated backup systems.

C. Implementing consistent handling practices across all record types.

D. Using classification to determine access rules and retention policy.
Correct Answer: D

Reference: https://www.archive-vault.co.uk/best-practice-for-records-management

QUESTION 5

To comply with the Sarbanes-Oxley Act (SOX), public companies in the United States are required to annually report on
the effectiveness of the auditing controls of their financial reporting systems. These controls must be implemented to
prevent unauthorized use, disclosure, modification, and damage or loss of financial data.

Why do these controls ensure both the privacy and security of data?

A. Modification of data is an aspect of privacy; unauthorized use, disclosure, and damage or loss of data are aspects of
security.

B. Unauthorized use of data is an aspect of privacy; disclosure, modification, and damage or loss of data are aspects of
security.

C. Disclosure of data is an aspect of privacy; unauthorized use, modification, and damage or loss of data are aspects of
security.

D. Damage or loss of data are aspects of privacy; disclosure, unauthorized use, and modification of data are aspects of
privacy.

Correct Answer: C
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