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QUESTION 1

Which improvement opportunity can be found baseline which can contribute towards process maturity and strengthen
costumer\\'s overall security posture? 

A. Post-Incident Review 

B. Fast Eradication 

C. Incident Containment 

D. Incident Analysis 

Correct Answer: D 

 

QUESTION 2

Why is it important that the Platform (System) Administrator and the Security Incident administrator role be separated?
(Choose three.) 

A. Access to security incident data may need to be restricted 

B. Allow SIR Teams to control assignment of security roles 

C. Clear separation of duty 

D. Reduce the number of incidents assigned to the Platform Admin 

E. Preserve the security image in the company 

Correct Answer: BCD 

 

QUESTION 3

Security tag used when a piece of information requires support to be effectively acted upon, yet carries risks to privacy,
reputation, or operations if shared outside of the organizations involved. 

A. TLP:GREEN 

B. TLP:AMBER 

C. TLP:RED 

D. TLP:WHITE 

Correct Answer: B 
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QUESTION 4

The benefits of improved Security Incident Response are expressed. 

A. as desirable outcomes with clear, measurable Key Performance Indicators 

B. differently depending upon 3 stages: Process Improvement, Process Design, and Post Go-Live 

C. as a series of states with consistent, clear metrics 

D. as a value on a scale of 1-10 based on specific outcomes 
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Correct Answer: C 

 

QUESTION 5

What is the name of the Inbound Action that validates whether an inbound email should be processed as a phishing
email for URP v2? 

A. User Reporting Phishing (for Forwarded emails) 

B. Scan email for threats 

C. User Reporting Phishing (for New emails) 

D. Create Phishing Email 

Correct Answer: A 
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