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QUESTION 1

The severity field of the security incident is influenced by what?
A. The cost of the response to the security breach

B. The impact, urgency and priority of the incident

C. The time taken to resolve the security incident

D. The business value of the affected asset

Correct Answer: D

QUESTION 2

This type of integration workflow helps retrieve a list of active network connections from a host or endpoint, so it can be
used to enrich incidents during investigation.

A. Security Incident Response ?Get Running Services
B. Security Incident Response ?Get Network Statistics
C. Security Operations Integration ?Sightings Search
D. Security Operations Integration ?Block Request
Correct Answer: B

Reference: https://docs.servicenow.com/bundle/quebec-security- management/page/product/security-incident-
response/concept/cj-sir-capfmw-about.html

QUESTION 3

The Risk Score is calculated by combining all the weights using.
A. an arithmetic mean

B. addition

C. the Risk Score script include

D. a geometric mean

Correct Answer: A

Reference: https://docs.servicenow.com/bundle/paris-security- management/page/product/security-incident-
response/reference/setup-assistant- reference.html
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QUESTION 4

Why is it important that the Platform (System) Administrator and the Security Incident administrator role be separated?
(Choose three.)

A. Access to security incident data may need to be restricted

B. Allow SIR Teams to control assignment of security roles

C. Clear separation of duty

D. Reduce the number of incidents assigned to the Platform Admin
E. Preserve the security image in the company

Correct Answer: BCD

QUESTION 5

Which one of the following users is automatically added to the Request Assessments list?
A. Any user that adds a worknote to the ticket

B. The analyst assigned to the ticket

C. Any user who has Response Tasks on the incident

D. The Affected User on the incident

Correct Answer: C
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