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QUESTION 1

Which of the following represents a potential single point of failure in the virtualized environment that could result in a
compromise with greater scope and impact?

A. Underlying hardware on the guest operating system
B. Dual operating system

C. The host operating system

D. Applications installed on the guest operating system

Correct Answer: C

QUESTION 2

An organization\\'s information security department is creating procedures for handling digital evidence that may be
used in court. Which of the following would be the MOST important consideration from a risk standpoint?

A. Ensuring the entire security team reviews the evidence
B. Ensuring that analysis is conducted on the original data
C. Ensuring the original data is kept confidential
D. Ensuring the integrity of the data is preserved

Correct Answer: D

QUESTION 3

Which of the following provides the MOST useful information for performing a business impact analysis (B1A)?
A. inventory of relevant business processes

B. Policies for business procurement

C. Documentation of application configurations

D. Results of business resumption planning efforts

Correct Answer: A

QUESTION 4
A maturity model can be used to aid the implementation of IT governance by identifying:

A. critical success factors (CSF)
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B. performance drivers
C. improvement opportunities
D. accountabilities

Correct Answer: C

QUESTION 5

Which of the following methodologies is MOST appropriate to use for developing software with incomplete
requirements?

A. Process-based
B. Critical chain
C. Waterfall

D. Agile

Correct Answer: D
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