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QUESTION 1

What Is the root cause as to why SMS messages are open to attackers and abuse? 

A. The store and forward nature of SMS means it is considered a \\'fire and forget service\\'. 

B. SMS technology was never intended to be used to transmit high risk content such as One-time payment codes. 

C. The vast majority of mobile phones globally support the SMS protocol inexpensively. 

D. There are only two mobile phone platforms - Android and iOS - reducing the number of target environments. 

Correct Answer: B 

 

QUESTION 2

What types of web application vulnerabilities continue to be the MOST prolific according to the OWASP Top 10? 

A. Poor Password Management. 

B. Insecure Deserialsiation. 

C. Injection Flaws. 

D. Security Misconfiguration 

Correct Answer: C 

 

QUESTION 3

What term is used to describe the testing of a continuity plan through a written scenario being used as the basis for
discussion and simulation? 

A. End-to-end testing. 

B. Non-dynamic modeling 

C. Desk-top exercise. 

D. Fault stressing 

Correct Answer: C 

 

QUESTION 4

When handling and investigating digital evidence to be used in a criminal cybercrime investigation, which of the
following principles is considered BEST practice? 

A. Digital evidence must not be altered unless absolutely necessary. 
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B. Acquiring digital evidence cart only be carried on digital devices which have been turned off. 

C. Digital evidence can only be handled by a member of law enforcement. 

D. Digital devices must be forensically "clean" before investigation. 

Correct Answer: D 

 

QUESTION 5

A penetration tester undertaking a port scan of a client\\'s network, discovers a host which responds to 

requests on TCP ports 22, 80, 443, 3306 and 8080. 

What type of device has MOST LIKELY been discovered? 

A. File server. 

B. Printer. 

C. Firewall. 

D. Web server 

Correct Answer: A 
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