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QUESTION 1

When considering the disposal of confidential data, equipment and storage devices, what social engineering technique
SHOULD always be taken into consideration?

A. Spear Phishing.
B. Shoulder Surfing.
C. Dumpster Diving.
D. Tailgating.

Correct Answer: A

QUESTION 2

Which of the following is NOT an accepted classification of security controls?
A. Nominative.

B. Preventive.

C. Detective.

D. Corrective.

Correct Answer: A

QUESTION 3

Which security concept provides redundancy in the event a security control failure or the exploitation of a vulnerability?
A. System Integrity.

B. Sandboxing.

C. Intrusion Prevention System.

D. Defence in depth.

Correct Answer: D

https://en.wikipedia.org/wiki/Defense_in_depth_(computing)

QUESTION 4

Why should a loading bay NEVER be used as a staff entrance?
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A. Loading bays are intrinsically vulnerable, so minimising the people traffic makes securing the areas easier and more
effective.

B. Loading bays are often dirty places, and staff could find their clothing damaged or made less appropriate for the
office.

C. Most countries have specific legislation covering loading bays and breaching this could impact on insurance status.
D. Staff should always enter a facility via a dedicated entrance to ensure smooth access and egress.

Correct Answer: D

QUESTION 5
How does network visualisation assist in managing information security?

A. Visualisation can communicate large amounts of data in a manner that is a relatively simple way for people to
analyse and interpret.

B. Visualisation provides structured tables and lists that can be analysed using common tools such as MS Excel.
C. Visualisation offers unstructured data that records the entirety of the data in a flat, filterable ftle format.
D. Visualisation software operates in a way that is rarely and thereby it is less prone to malware infection.

Correct Answer: D
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