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QUESTION 1

What does a penetration test do that a Vulnerability Scan does NOT? 

A. A penetration test seeks to actively exploit any known or discovered vulnerabilities. 

B. A penetration test looks for known vulnerabilities and reports them without further action. 

C. A penetration test is always an automated process - a vulnerability scan never is. 

D. A penetration test never uses common tools such as Nrnap, Nessus and Metasploit. 

Correct Answer: B 

 

QUESTION 2

When seeking third party digital forensics services, what two attributes should one seek when making a choice of
service provider? 

A. Appropriate company accreditation and staff certification. 

B. Formal certification to ISO/IEC 27001 and alignment with ISO 17025. 

C. Affiliation with local law enforcement bodies and local government regulations. 

D. Clean credit references as well as international experience. 

Correct Answer: B 

 

QUESTION 3

What term is used to describe the act of checking out a privileged account password in a manner that bypasses normal
access controls procedures during a critical emergency situation? 

A. Privileged User Gateway 

B. Enterprise Security Management 

C. Multi Factor Authentication. 

D. Break Glass 

Correct Answer: C 

 

QUESTION 4

What types of web application vulnerabilities continue to be the MOST prolific according to the OWASP Top 10? 

A. Poor Password Management. 
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B. Insecure Deserialsiation. 

C. Injection Flaws. 

D. Security Misconfiguration 

Correct Answer: C 

 

QUESTION 5

In terms of security culture, what needs to be carried out as an integral part of security by all members of an
organisation and is an essential component to any security regime? 

A. The \\'need to known principle. 

B. Verification of visitor\\'s ID 

C. Appropriate behaviours. 

D. Access denial measures 

Correct Answer: D 
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