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QUESTION 1

Which algorithm is a current specification for the encryption of electronic data established by NIST? 

A. RSA. 

B. AES. 

C. DES. 

D. PGP. 

Correct Answer: B 

https://www.nist.gov/publications/advanced-encryption-standard-aes 

 

QUESTION 2

Which term describes the acknowledgement and acceptance of ownership of actions, decisions, policies and
deliverables? 

A. Accountability. 

B. Responsibility. 

C. Credibility. 

D. Confidentiality. 

Correct Answer: A 

https://hr.nd.edu/assets/17442/behavior_model_4_ratings_3_.pdf 

 

QUESTION 3

Which three of the following characteristics form the AAA Triad in Information Security? 

1. 

Authentication 

2. 

Availability 

3. 

Accounting 

4. 
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Asymmetry 

5. 

Authorisation 

A. 1, 2 and 3. 

B. 2, 4, and 5. 

C. 1, 3 and 4. 

D. 1, 3 and 5. 

Correct Answer: D 

 

QUESTION 4

Which of the following testing methodologies TYPICALLY involves code analysis in an offline environment without ever
actually executing the code? 

A. Dynamic Testing. 

B. Static Testing. 

C. User Testing. 

D. Penetration Testing. 

Correct Answer: D 

 

QUESTION 5

In software engineering, what does \\'Security by Design" mean? 

A. Low Level and High Level Security Designs are restricted in distribution. 

B. All security software artefacts are subject to a code-checking regime. 

C. The software has been designed from its inception to be secure. 

D. All code meets the technical requirements of GDPR. 

Correct Answer: C 

https://en.wikipedia.org/wiki/Secure_by_design#:~:text=Secure%20by%20design%20(SBD)%2C,the %
20foundation%20to%20be%20secure.andtext=Malicious%20practices%20are%20taken%20for,or%20 on%
20invalid%20user%20input. 
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