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QUESTION 1
DRAG DROP

In which order, from MOST to LEAST impacted, does user awareness training reduce the occurrence of the events
below?

Select and Place:

Eveni Ordel

Disloval emplovees 1

User instigated 2 |

Targeted infiltration 3
4

Virus infiltrations

Correct Answer:

Eveni Ordel

| Disloyal employvees
User-instigated

1

2 |
Tarqeted infiltration 9
Virus infiltrations 4

QUESTION 2
DRAG DROP

Match the functional roles in an external audit to their responsibilities. Drag each role on the left to its corresponding
responsibility on the right.

Select and Place:
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Role

Executive management

Audit committee
Compliance officer

External auditor

Correct Answer:

Role
Executive management |
: :»m_:_iil _-:nm_n_l_ittee_
External auditor
Compliance officer
QUESTION 3
DRAG DROP
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Responsibility

Approve audit budget and resource allocation.

Provide audit oversight.

Ensure the achievement and maintenance of organizational
requirements with applicable certifications.

Develop and maintain knowledge and subject-matter expertise
relevant to the type of audit.

Responsibility
Approve audit budget and resource allocation.

Provide audit oversight.

Ensure the achievement and maintenance of organizational

requirements with applicable certifications.

Develop and maintain knowledge and subject-matter expertise
relevant to the type of audit.

Match the objectives to the assessment questions in the governance domain of Software Assurance Maturity Model

(SAMM).

Select and Place:

Secure Architecture

Do you advertise shared security services with gnidance for
project teams?

Education & Guidance

Are most people tested to ensure a baseline skill- set for
secure development practices?

Strategy & Metrics

Does most of the organization know about what's required
based on risk ratings?

Vulnerability Management

Are most project teams aware of their security point(s) of

Correct Answer:

contact and response team(s)?
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Do you advertise shared security services with guidance for
Secure Architecture project teams?

Are most people tested to ensure a baseline skill- set for

Education & Guidance P
secure development practices?

Strategy & Meirics Does most of the organization know about what's required
- based on risk ratings?

Vailuerability Manageient Are most project teams aware of their security point(s) of

contact and response team(s)?

QUESTION 4
HOTSPOT

Which Web Services Security (WS-Security) specification maintains a single authenticated identity across multiple
dissimilar environments? Click on the correct specification in the image below.

Hot Area:

Vs = Vi D ™
WS-Secure ) WS-
Conversation DL S Authorization
\ N A J
' N Y .
WS-Policy WS-Trust WS-Privacy
s A A y,

Correct Answer:
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£ B
WS-Secure | WS-

Conversation Authorization

\ _J/

s =t
WS-.-POIIE:y WS-Trust WS5S-Privacy

\_ J

QUESTION 5

HOTSPOT

In the network design below, where is the MOST secure Local Area Network (LAN) segment to deploy a Wireless
Access Point (WAP) that provides contractors access to the Internet and authorized enterprise services?

Hot Area:
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LAN 3 Firewall

DNS Server

Ecommerce
Server

Firewall

LAN 2 |
Database Server

Correct Answer:
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LAN 3

DNS Server Ecommerce
Firewall Server
LAN 2 /
Database Server
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