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QUESTION 1

DRAG DROP

Place in order, from BEST (1) to WORST (4), the following methods to reduce the risk of data remanence on magnetic
media.

Select and Place:

Seguenct Method
1 Ovenwritind
2 Degaussing
3 Destruction
4 Deleting
Correct Answer:
Seguenct Method
3 Overwritind
D Degaussing
1 Destruction
|4 Deleting
QUESTION 2
DRAG DROP

Order the below steps to create an effective vulnerability management process.

Select and Place:
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Step Ordel
Identify risks 1
Implement patch 2
[ danlnumant
Implement recurring 13 |
lcranninn erhadile |
: 4
|dentify assets
Implement change 19 |
imananamant
Correct Answer:
Step Ordel
‘ Identify assets 1
Identify risks A
Implement change 13|
imananameant
‘ Implement patch <
 denlnvument
Implement recurring e
cranninnachadile

QUESTION 3
DRAG DROP

A software security engineer is developing a black box-based test plan that will measure the system\\'s reaction to
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incorrect or illegal inputs or unexpected operational errors and situations. Match the functional testing techniques on the

left with the correct input parameters on the right.

Select and Place:

Functional Testing

Technidues

Input Parameter

Selection

|State-Based Analysis | | |

Select one input that
does not belong to any

of the identified partitions.

|Eguivalence Class Analysis | | |

Select inputs that are at

the external limits of the
domain of valid values.

Decision Table Analysis | | |

Select invalid

combinations of input
values.

Boundary Value Analysis | | |

Correct Answer:

Functional Testing
Techniaues

Select unexpected

inputs corresponding to
each known condition.

Input Parameter
Selection

| | Equivalence Class Analysis

Select one input that
does not belong to any

of the identified partitions.

:| Boundary Value Analysis |

Select inputs that are at

the external limits of the
domain of valid values.

Decision Table Analysis |

Selectinvalid
combinations of input

values.

| State-Based Analysis |

Select unexpected

inputs corresponding to
each known condition.
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QUESTION 4
HOTSPOT

Which Web Services Security (WS-Security) specification handles the management of security tokens and the
underlying policies for granting access? Click on the correct specification in the image below.

Hot Area:

r e Vi ' 2
WS-Secure ) WS-
Conversation SR G Authorization
8 A A J
7~ Ve SN B
WS-Policy WS-Trust WS-Privacy
R A A y,

Correct Answer:
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{ ' T ™
WS-Secure WS-
: WS-Federation =
Conversation Authorization
\ A A Y,
P - P Y N
WS-Policy WS-Trust WS-Privacy
G A A J
QUESTION 5
DRAG DROP

During the risk assessment phase of the project the CISO discovered that a college within the University is collecting
Protected Health Information (PHI) data via an application that was developed in-house. The college collecting this data
is

fully aware of the regulations for Health Insurance Portability and Accountability Act (HIPAA) and is fully compliant.

What is the best approach for the CISO?

Below are the common phases to creating a Business Continuity/Disaster Recovery (BC/DR) plan. Drag the remaining
BC\DR phases to the appropriate corresponding location.

Select and Place:
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Risk Assessment

Business Impact Analysis
Mitigation Strategy Development
BC\DR Plan Development
Training, Testing & Aunditing
Plan Maintenance

Correct Answer:

= &= - T

Risk hsessment Business Impact Analysis Mitigation Strategy Develapment BC'DR Plan Development Training, Testing & Auditing

Plan Maintenance
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