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QUESTION 1

HOTSPOT

Identify the component that MOST likely lacks digital accountability related to information access. Click on the correct
device in the image below.

Hot Area:

BACKUP MEDIA BACKUP SERVER DATABASE SERVER WEB SERVER

Correct Answer:

BACKUP MEDIA BACKUP SERVER DATABASE SERVER WEB SERVER

=]

STORAGE AREA NETWORK

QUESTION 2

DRAG DROP

Given the various means to protect physical and logical assets, match the access management area to the technology.

Select and Place:
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Area Technolog
Facilties Encryption
Devices Window
Informatiol Firewall
Systems | Authenticatid

Correct Answer:

Area Technolog

Informatiol ' Encryption

Facilities Window

Devices Firewall
Systems Authenticatiq

QUESTION 3
DRAG DROP

In which order, from MOST to LEAST impacted, does user awareness training reduce the occurrence of the events
below?

Select and Place:

Eveni Qrdel
Disloval emplovees
User instigated
Targeted infiltration

h-:.-.w|m—x

Virus infiltrations
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Correct Answer:

Eveni
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| Disloyal emplovees

User-instigated

1

|2 |
Targeted infiltration 3
Virus infiltrations 4

QUESTION 4

DRAG DROP

Match the name of access control model with its associated restriction.

Drag each access control model to its appropriate restriction access on the right.

Select and Place:

Access Control Model

Masdatary brraee Canied

Discretonary Access Control[DAC)

Role Bised Access Control (RBAC)

Ruils Based Access Contrel

Correct Answer:

Restrictions

End user cannot set controls

Subject has total control over
objecs

Dynamically assigns permissions to
particular duties basad on job functon

Dynamically assigns roles to subjects
bases on criteria assigned by a custodian
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Access Control Model Restrictions

| Masdatory Annse Canten End user cannot set controls

bject h | control over
|Dlsz:rltun:rr.h:“s=i:untml[ﬂgq Subject has total control ove

. objecs
| | Dynamically assigns permissions to
!_ s Shteu Aotess Foniol HRAe) particular duties basad on job functon
iy iy T Dynamically assigns roles to subjects

Rule Based Access Contrel G : 1
| bases on criteria assigned by a custodian

QUESTION 5
HOTSPOT

Which Web Services Security (WS-Security) specification maintains a single authenticated identity across multiple
dissimilar environments? Click on the correct specification in the image below.

Hot Area:

r h'd Y )
WS-Secure ) WS-
Conversation SO S T Authorization
Ve A A J
'3 N N =
WS-Policy WS-Trust WS-Privacy
G A A J

Correct Answer:
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