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QUESTION 1

DRAG DROP

Place in order, from BEST (1) to WORST (4), the following methods to reduce the risk of data remanence on magnetic
media.

Select and Place:

Seguenct Method
1 Ovenwritind
2 Degaussing
3 Destruction
4 Deleting
Correct Answer:
Seguenct Method
3 Overwritind
D Degaussing
1 Destruction
|4 Deleting
QUESTION 2
DRAG DROP

Match the objectives to the assessment questions in the governance domain of Software Assurance Maturity Model
(SAMM).

Select and Place:
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Secure Architecture

Education & Guidance

Strategy & Meitrics

Vulnerability Management

Correct Answer:

Secure Architecture

Education & Guidance

Strategy & Metrics

Vulnerability Management

QUESTION 3

DRAG DROP
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Do you advertise shared security services with guidance for
project teams?

Are most people tested to ensure a baseline skill- set for
secure development practices?

Does most of the organization know about what's required
based on risk ratings?

Are most project teams aware of their security point(s) of
contact and response team(s)?

Do you advertise shared security services with gnidance for
project teams?

Are most people tested to ensure a baseline skill- set for
secure development practices?

Does most of the organization know about what's required
based on risk ratings?

Are most project teams aware of their security point(s) of
contact and response team(s)?

Given the various means to protect physical and logical assets, match the access management area to the technology.

Select and Place:

Area Technolog

Facilities Encryption

Devices Window

Informatici Firewall

Correct Answer:

Systems | Authenticatiq
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Technolog

Informatioi Encryption
Facilities Window

Devices Firewall
Systems Authenticatiq

QUESTION 4

DRAG DROP

During the risk assessment phase of the project the CISO discovered that a college within the University is collecting
Protected Health Information (PHI) data via an application that was developed in-house. The college collecting this data
is

fully aware of the regulations for Health Insurance Portability and Accountability Act (HIPAA) and is fully compliant.

What is the best approach for the CISO?

Below are the common phases to creating a Business Continuity/Disaster Recovery (BC/DR) plan. Drag the remaining
BC\DR phases to the appropriate corresponding location.

Select and Place:

' [ [ [ S |

Risk Assessment

Business Impact Analysis
Mirtigation Strategy Development
BC\DR Plan Development
Training, Testing & Auditing

Plan Maintenance

Correct Answer:
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- —

Risk Assessment Business Impact Analysis

L

Mitigation Strategy Development

Plan Maintenance

QUESTION 5

DRAG DROP

Place the following information classification steps in sequential order.

Select and Place:

Steps

Declassify information when
L

IR T TR —
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BC'DR Plan Development Training, Testing & Aunditing

Apply the appropriate security
markings

Conduct periodic classification
reviews

Assign a classification
evel

Document the information
assets

Correct Answer:
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Qrdel
Document the information Step
assets
Assign a classification | Step
level
Apply the appropriate security Step
markings
Conduct periodic classification &L
reviews
Declassify information when Step
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