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QUESTION 1

DRAG DROP

During the risk assessment phase of the project the CISO discovered that a college within the University is collecting
Protected Health Information (PHI) data via an application that was developed in-house. The college collecting this data
is

fully aware of the regulations for Health Insurance Portability and Accountability Act (HIPAA) and is fully compliant.

What is the best approach for the CISO?

Below are the common phases to creating a Business Continuity/Disaster Recovery (BC/DR) plan. Drag the remaining
BC\DR phases to the appropriate corresponding location.

Select and Place:

=
i

=
'

=
B

+T. . .._

Risk Assessment

Business Impact Analysis
Mitigation Strategy Development
BC\DR Plan Development
Training, Testing & Auditing

Plan Maintenance
Correct Answer:

% I [ [

Risk Assessment Business Impact Analysis Mitigation Strategy Develapment BC'DR Plan Development Training, Testing & Auditing
1

e

Plan Maintenance

QUESTION 2

DRAG DROP
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Match the name of access control model with its associated restriction.
Drag each access control model to its appropriate restriction access on the right.

Select and Place:

Access Control Model Restrictions

Uasdatnry Arrate Santed End user cannot setcontrols

Subiject has total control over

Discretonary Access Control[DAC) objecs

Dynamically assigns permissions to

5 i ki :FBMJ“ particular duties baszd on job functon

Dynamically assigns roles to subjects

Ruls Based Access Contrel g ; +
bases on criteria assigned by a custodian

Correct Answer:

Access Control Model Festrictions

Mokt Nosess Conirod End user cannot set controls

U — Subject has total control over

objecs
Dynamically assigns permissions to
L i o Thaed facwis Comprim) | particular duties baszd on job functon
- p— Dynamically assigns roles to subjects

bases on criteria assigned by a custodian

QUESTION 3
HOTSPOT

Which Web Services Security (WS-Security) specification negotiates how security tokens will be issued, renewed and
validated? Click on the correct specification in the image below.

Hot Area:
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Correct Answer:

QUESTION 4

DRAG DROP
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Order the below steps to create an effective vulnerability management process.

Select and Place:

Step

|dentify risks

Implement patch
[ daninumant

Implement recurring
lerannina erhadile |

|dentify assets

Implement change

| mananamant

Correct Answer:

Step

QUESTION 5

Ordel

1

2

3

4

kol

Qrdel
Identify assets 1

— 2
|dentify risks
Implement change 13|
imananameant
Implement patch <
 denlnvument
Implement recurring e
scannino ochoadila
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DRAG DROP

In which order, from MOST to LEAST impacted, does user awareness training reduce the occurrence of the events
below?

Select and Place:

Eveni Ordel

Disloval emplovees 1

User instigated 2 |

Targeted infiltration 3
4

Virus infiltrations

Correct Answer:

Eveni Ordel

| Disloyal employvees
User-instigated

1

2 |
Targeted infiltration 9
Virus infiltrations 4
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