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QUESTION 1
DRAG DROP
Drag the following Security Engineering terms on the left to the BEST definition on the right.

Select and Place:

Security Engineering Term Definition

‘ A masiine af the extent 16 which 5 eility b thisalened by & potential

dircumstancs of verd, B advense impacts. that would ariss § the
circumstance of svenl ooours, and the lelhood of

Risk

- imlegrity, and rraslabilty
lrpl'ﬂtﬂﬂllﬂﬂ Needs requirements for crganizational and sysiem assets and to characterize the

i The method used 1o identify the confidentiality, §
[ adverse Impac o comequences should the asset be lost, modilled, dograded, disnpied,

Assessment compromised, of bacome unavailable.
Thl'ﬂai Msmmﬂnt Emmmmmdmuhummmmh

SEEIIrﬂjI"RiEk Treatment Ewmwmmwumumm

Correct Answer:

Security Engineering Term Definition
A meazure of the extent 1o which an entity ks thiealened by a potential
RIBR dircumstance o sven, the adverss impacts: that would arise # the

circumstance of event ooours, and the laelihood of

Security Risk Treatment adverss Impad or consequences should the asset be lost, modified, degraded, disruped,
| compromised, of become unavailable.

-IE-_“_- ENEB_ The method used 10 identify and chamcierze e dangers anficipaled houghout the
Assessment | e cycle of e system.
Threat Assessment The oo ueod 0 el fomate scculy 6 milgadon ophons
QUESTION 2
DRAG DROP

Match the types of e-authentication tokens to their description.
Drag each e-authentication token on the left to its corresponding description on the right.

Select and Place:
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E-Authentication Tokan

Memorized Secret
Token

Out-of-Band Token

Look-up Secret Tokea

Pre-registered
Knowedge Token

Correct Answer:

E-Authentication Tokan
Louk-up Secrel Token
| QOut-of-Band Token
‘ Pre-registered
_Knowledge Token
Memorized Secret
Token
QUESTION 3
DRAG DROP
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Desciiption
A physical orelectronic token stoes a set of
seviels Letwesn Lhe claimant anc the credsatial
sarvice provider

A physical toten that is uniquely addressable and
can receive 3 verifier-selected secral of one-time use

A series of responses to a set of prompts or challengss
established by the subscriber anc credential service provider
nluring tha rogictration proceacse

A sacrel shamed batween tha subscribar and cradentizl service
provider that s typically characte: strings

Desciiption
A physical orelactronic token stoes a set of
sccrels elwesn e claiimant anc the credainlial

sarvice provider

A physical toben that is uniquely addressable and
can receive 3 verifier-selected secrat of one-time use

A series of responses to a set of prompts or challangss
established by the subscriber anc credential service povider
dur;ﬁs tho rogictration prococe

A sacrel shamd batwean tha subscribar and cradentizl servica
provider that s typically characte: strings

Place the following information classification steps in sequential order.

Select and Place:
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Steps Ordel
Decclassify information when Step
appropriate =~ ==

Apply the appropriate security Step
markings

Conduct periodic classification Step
reviews

Assign a classification Step
evel

Document the information Step
assets

Correct Answer:

Steps Ordel
Document the information S’[eg
assets

Assign a classification Step

evel

Apply the appropriate security Step
markings

Conduct periodic classification Step |
reviews

Declassilf}' information when Step
appropriate

QUESTION 4
DRAG DROP

A software security engineer is developing a black box-based test plan that will measure the system\\'s reaction to
incorrect or illegal inputs or unexpected operational errors and situations. Match the functional testing techniques on the
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left with the correct input parameters on the right.

Select and Place:

Functional Testing

Technidues
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Input Parameter

Selection

|State-Based Analysis | | |

Select one input that

does not belong to any
of the identified partitions.

|Eguivalence Class Analysis | | |

Select inputs that are at

the external limits of the
domain of valid values.

Decision Table Analysis | | |

Select invalid

combinations of input
values.

Boundary Value Analysis | | |

Correct Answer:

Functional Testing
Techniaues

Select unexpected

inputs corresponding to
each known condition.

Input Parameter
Selection

| | Equivalence Class Analysis

Select one input that
does not belong to any

of the identified partitions.

:| Boundary Value Analysis |

Select inputs that are at

the external limits of the
domain of valid values.

Decision Table Analysis |

Selectinvalid
combinations of input

values.

| State-Based Analysis |

Select unexpected

inputs corresponding to
each known condition.
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QUESTION 5

DRAG DROP

Place in order, from BEST (1) to WORST (4), the following methods to reduce the risk of data remanence on magnetic
media.

Select and Place:

Seguenct Method
1 Ovenwritind
5 Degaussing
3 Destruction
= Deleting
Correct Answer:
Seguenct Method
3 Overwritind
b Degaussing
1 Destruction
- [4 Deleting
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