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QUESTION 1

You must complete this task on the following cluster/nodes:

Cluster: trace Master node: master Worker node: workerl

You can switch the cluster/configuration context using the following command:
[desk@cli] $ kubectl config use-context trace

Given: You may use Sysdig or Falco documentation.

Task:

Use detection tools to detect anomalies like processes spawning and executing something weird frequently in the single
container belonging to Pod tomcat.

Two tools are available to use:

1.

falco

2.

sysdig

Tools are pre-installed on the workerl node only.

Analyse the container\\'s behaviour for at least 40 seconds, using filters that detect newly spawning and executing
processes.

Store an incident file at /home/cert_masters/report, in the following format:

[timestamp],[uid],[processName]

Note: Make sure to store incident file on the cluster\\'s worker node, don\\'t move it to master node.

A. See the explanation below

B. PlaceHolder

Correct Answer: A

$vim /etc/falco/falco_rules.local.yaml uk.co.certification.simulator.questionpool.PList@120e24d0 $kill -1
Explanation[desk@cli] $ ssh node01[node01@cli] $ vim /etc/falco/falco_rules.yamlsearch for Container Drift Detected
and paste in falco_rules.local.yaml[node01@cli] $ vim /etc/falco/falco_rules.local.yaml

-rule: Container Drift Detected (open+create) desc: New executable created in a container due to open+create
condition: > evt.type in (open,openat,creat) and evt.is_open_exec=true and container and not runc_writing_exec_fifo
and not runc_writing_var_lib_docker and not user_known_container_drift_activities and evt.rawres>=0 output: >

%evt.time,%user.uid,%proc.name # Add this/Refer falco documentation priority: ERROR [nodeOl1@cli] $ vim
/etc/falco/falco.yaml
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QUESTION 2
CORRECT TEXT

Task

You must complete this
task on the following

cluster/nodes:

Master Worker

Cluster
node node
KSSHOO kssh00301
kssh00301
301 -master
-worker1

You can switch the
cluster/configuration context

using the following command:

[candidate@cli] $ kubec
tl config use-context KS
SHee3e1

Create a NetworkPolicy named pod-access to restrict access to Pod users-service running in namespace dev-team.
Only allow the following Pods to connect to Pod users-service:

1.
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Pods in the namespace ga
2.

Pods with label environment: testing, in any namespace

Make sure to apply the
NetworkPolicy.

You can find a skeleton
manifest file at
/home/candidate/KSSH00301/n
etwork-policy.yaml

A& See explanation below,
B. FlaceHolder

Correct Answer: A
Explanation
Explanation/Reference:
candidate@cli:~$ kubectl ig use—context KSSH00301
Switched context "KSS
candide

get ns dev-team —-show-labels
LABELS
nvironment=dev, kube xtecs o/metadata.name=dev-team

n dev-team

ESTARTS AGE LABELS
6h40m environment=dev

est—secret—pod.yaml

rname . txt

A. See explanation below.
B. PlaceHolder

Correct Answer: A

QUESTION 3
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CORRECT TEXT
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You must complete this
task on the following
cluster/nodes:

Master Worker

Cluster
node node
KSRS001 ksrs00101
ksrsO0101-
01 -master
worker1

You can switch the
cluster/configuration context

using the following command:

[candidate@cli] $ kubec
tl config use-context KS
RSee1e1

You may use your browser
to open one additional tab

to access Falco's documentation.
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Two tools are pre-installed on the cluster\\'s worker node:

falco

Using the tool of your choice (including any non pre-installed tool), analyze the container\\'s behavior for at least 30
seconds, using filters that detect newly spawning and executing processes. Store an incident file at
/opt/KSRS00101/alerts/

details, containing the detected incidents, one per line, in the following format:

timestamp,uid/username,proce
ssName

The following example shows a properly formatted incident file:

01:40:19.601363716,root,init
01:40:20.606013716, nobody, ba
sh

01:40:21.137163716,1000, tar

Keep the tool's original
timestamp-format as-is.

Make sure to store the
incident file on the cluster's

worker node.

A. See the explanation below:

B. PlaceHolder
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Correct Answer: A

ididate@ecli:~$ kubectl co ig use—-context K¢
Switched t« 1".
candidate@cli:~$ ssh ksrs0010 cerl
Warning: Permanently added 0.240.86.96"' (ECDSA) to the list of known hosts.

ograms included with the Ubuntu system are fr oftware;
ct distribution terms for each program are described in the
individual files in /usr/share c/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY,
applicable law.

falco-dr
00101 -workerl:~# 1s Jetc/falco/

root 2399 31 16:06 aws cloudtrail rules.yaml
—YW—r—r—— ( root B ¢ 31 16:06
—TW—T—I—— oot 36 31 16:06
Iw-r—--r [ 2112 31 ;
rw—-r—r [ 9 31
drwxr—xr C 00 . i
drwxr—-x 2 root root 4096 Jan 31 6:28 ru d

root@ksrs00101-workerl: ri /etc/falco/falco rules.local.yaml
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Container Drift Detected (chmod)
New executable created in a container due to chmod
-
evt.type in (open,openat,create) and
evt.is open exec= and
cont ﬁ]i;s-?r and
not runc writing exec fifo and
not runc writing var lib docker and
not u:cr_knewn_container_drjft_actzvities and
evt.rawres>=0

$evt.time, $user.uid, $proc.name
ERROR
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1.yaml

disabled; wvendor preset:
inactive
01-wor

ymlink /etc/sys 5ys

emctl start falco.service

to 10.

login: Fri M
)101

Jopt/KSRS00101/alerts/details

Text
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s00101-work
1101 —we :~% grep log /etc/falco/falco.yaml

true, the times displayec e s and output me
Send information s to stderr or Note these are *not* security

lifecycle (and sibly error) S .

file: /op
Minimum ¢
level of fal
level: info
— - a DEBUG 3 ge noti that the buffer was
Notice it is not le tc and Jalert
The rate at whicl /alert messages are emitted

The ti . error will rding to the abx settings.

wever the main
101 -y orl:~% ¢ ~tl restart falc«
00101-workerl:~#

ection to

QUESTION 4

Create a network policy named allow-np, that allows pod in the namespace staging to connect to port 80 of other pods
in the same namespace.

Ensure that Network Policy:

1.

Does not allow access to pod not listening on port 80.

2.

Does not allow access from Pods, not in namespace staging.
A. See the explanation below:

B. PlaceHolder

Correct Answer: A

apiVersion: networking.k8s.io/v1l

kind: NetworkPolicy

metadata:
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name: network-policy

spec:

podSelector: {} #selects all the pods in the namespace deployed policyTypes:
-Ingress ingress:

-ports: #in input traffic allowed only through 80 port only

-protocol: TCP port: 80

QUESTION 5
Cluster: ga-cluster

Master node: master Worker node: workerl You can switch the cluster/configuration context using the following
command: [desk@cli] $ kubectl config use-context ga-cluster

Task:

Create a NetworkPolicy named restricted-policy to restrict access to Pod product running in namespace dev.
Only allow the following Pods to connect to Pod products-service:

1.

Pods in the namespace ga

2.

Pods with label environment: stage, in any namespace

A. See the below.

B. PlaceHolder

Correct Answer: A
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