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QUESTION 1

You must complete this task on the following cluster/nodes: 

Cluster: trace Master node: master Worker node: worker1 

You can switch the cluster/configuration context using the following command: 

[desk@cli] $ kubectl config use-context trace 

Given: You may use Sysdig or Falco documentation. 

Task: 

Use detection tools to detect anomalies like processes spawning and executing something weird frequently in the single
container belonging to Pod tomcat. 

Two tools are available to use: 

1.

 falco 

2.

 sysdig 

Tools are pre-installed on the worker1 node only. 

Analyse the container\\'s behaviour for at least 40 seconds, using filters that detect newly spawning and executing
processes. 

Store an incident file at /home/cert_masters/report, in the following format: 

[timestamp],[uid],[processName] 

Note: Make sure to store incident file on the cluster\\'s worker node, don\\'t move it to master node. 

A. See the explanation below 

B. PlaceHolder 

Correct Answer: A 

$vim /etc/falco/falco_rules.local.yaml uk.co.certification.simulator.questionpool.PList@120e24d0 $kill -1
Explanation[desk@cli] $ ssh node01[node01@cli] $ vim /etc/falco/falco_rules.yamlsearch for Container Drift Detected
and paste in falco_rules.local.yaml[node01@cli] $ vim /etc/falco/falco_rules.local.yaml 

-rule: Container Drift Detected (open+create) desc: New executable created in a container due to open+create
condition: > evt.type in (open,openat,creat) and evt.is_open_exec=true and container and not runc_writing_exec_fifo
and not runc_writing_var_lib_docker and not user_known_container_drift_activities and evt.rawres>=0 output: >
%evt.time,%user.uid,%proc.name # Add this/Refer falco documentation priority: ERROR [node01@cli] $ vim
/etc/falco/falco.yaml 
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QUESTION 2

CORRECT TEXT 

Task 

Create a NetworkPolicy named pod-access to restrict access to Pod users-service running in namespace dev-team.
Only allow the following Pods to connect to Pod users-service: 

1.
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 Pods in the namespace qa 

2.

 Pods with label environment: testing, in any namespace 

A. See explanation below. 

B. PlaceHolder 

Correct Answer: A 

 

 

QUESTION 3
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CORRECT TEXT 
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Two tools are pre-installed on the cluster\\'s worker node: 

1.

 sysdig 

2.

 falco 

Using the tool of your choice (including any non pre-installed tool), analyze the container\\'s behavior for at least 30
seconds, using filters that detect newly spawning and executing processes. Store an incident file at
/opt/KSRS00101/alerts/ 

details, containing the detected incidents, one per line, in the following format: 

The following example shows a properly formatted incident file: 

A. See the explanation below: 

B. PlaceHolder 
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Correct Answer: A 
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Text 
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Text 
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QUESTION 4

Create a network policy named allow-np, that allows pod in the namespace staging to connect to port 80 of other pods
in the same namespace. 

Ensure that Network Policy: 

1.

 Does not allow access to pod not listening on port 80. 

2.

 Does not allow access from Pods, not in namespace staging. 

A. See the explanation below: 

B. PlaceHolder 

Correct Answer: A 

apiVersion: networking.k8s.io/v1 

kind: NetworkPolicy 

metadata: 
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name: network-policy 

spec: 

podSelector: {} #selects all the pods in the namespace deployed policyTypes: 

-Ingress ingress: 

-ports: #in input traffic allowed only through 80 port only 

-protocol: TCP port: 80 

 

QUESTION 5

Cluster: qa-cluster 

Master node: master Worker node: worker1 You can switch the cluster/configuration context using the following
command: [desk@cli] $ kubectl config use-context qa-cluster 

Task: 

Create a NetworkPolicy named restricted-policy to restrict access to Pod product running in namespace dev. 

Only allow the following Pods to connect to Pod products-service: 

1.

 Pods in the namespace qa 

2.

 Pods with label environment: stage, in any namespace 

A. See the below. 

B. PlaceHolder 

Correct Answer: A 
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